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ABSTRACT 

According to recent studies it is apparent that current loyalty programmes are fac-

ing issues on either the customer’s and the companies’ side and are hence far from 

realising their full potential. By building on that this report proposes the potential 

blockchain based startup project Floyalty, seeking to shape the future of customer 

loyalty fuelled by innovative blockchain technologies. Through following an entre-

preneurial Lean Startup and business model funnel approach, a proper starting point 

for the possible realisation is prepared and documented, beginning with the creation 

of a solid foundation of the problem, customer and solution assumptions. The iden-

tified problems were examined in detail and further broke down, including the com-

plexity and fragmentation of existing programmes, liabilities arising from unused 

loyalty points as well as a lack of consumer data and personalisation.  

A first iteration of creating a complete business model based on the Lean Canvas 

method was conducted covering among other elements an in-depth problem-solu-

tion mapping, first Persona compositions for outlining identified customer segments 

(programme provider and customer), as well as the definition of a concise value 

proposition. Then a dedicated User Centred Design process is presented, which in-

cludes building prototypes on different levels up to a Minimum Viable Product, in 

order to provide further proofs of concept as soon as possible through the contin-

uous involvement of end users in the course of the development aiming to ensure 

an outstanding User Experience thus helping to reimagine customer experience.  

In this context the potential application of blockchain technologies was investigated 

in detail discovering benefits related to increased flexibility in terms of connecting 

different loyalty programmes across retailers, especially in terms of convertibility 

and exchange of loyalty points, together with an unprecedented traceability origi-

nating from tokenisation. In addition, benefits associated to cost reductions, faster 

transaction and reconciliation times, as well as enhanced data security compared 

to existing legacy systems could be found. 

As a result, the potential identified and described solution consists of the introduc-

tion of an easy-to-use permissioned blockchain platform, to integrate and interlink 
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different loyalty programmes and rewards offered by retailers. Attribute-based ac-

cess controls are used to provide the necessary flexibility and granularity related to 

control and privacy for managing access, based on predefined roles of Floyalty us-

ers. Furthermore, the Proof-of-Authority consensus mechanism is implemented, 

thus featuring a high-risk tolerance, while leading to superior performance related 

to the number of transactions per second along with predictable time intervals for 

generating new blocks. 

Floyalty implements unique features including the promotion of customer empow-

erment through a dedicated voting engine realised through the secure, trustless, 

automatic deployment of tokenised voting rights granted to customers to directly 

participate in decision-making, thus helping retailers to further optimise their prod-

uct portfolios to customer’s wishes and needs. Moreover, the transparent and ac-

countable donation of accumulated loyalty points to selected charitable social- and 

sustainability projects, as well as comprehensive options for customers to share 

their data are featured. Therefore, Floyalty takes on a novel approach in its proposed 

conceptual architecture by smartly combining existing and successful state-of-the-

art elements of diverse blockchain based projects and solutions, thus creating an 

unprecedent forward-thinking loyalty platform. 

To this extent, blockchain technology serves to guarantee the immediate and secure 

creation, redemption and exchange of individual tokenised loyalty points across pro-

grammes, companies, and industries through a trustless environment by means of 

Elliptic Curve Cryptography based proofs. Verified automation is realised through 

the broad application of smart contracts, which are implemented with the advanced 

language Pact. Thereby, ensuring enhanced security by significantly reducing the 

presence of any potential attack vector due to Turing incompleteness, while being 

in a human-readable format for easier public verification and offering a specific 

update mechanism for easy revisions and improvements, together with a tool for 

formal verification of its code.   

On the Floyalty platform the customer is given full ownership, security, privacy and 

control of their shared private data along with transparency of related data activi-

ties, thus providing superior compliance with the European General Data Protection 

Regulation. Therefore, private data is encrypted, uploaded and stored off-chain 

while having the keys registered on the blockchain. Erasure coding technology is 

used and data is stripped across various servers to ensure performance and 
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reliability. A special Proxy Re-Encryption technique is implemented, thus enabling 

the customer to safely and efficiently share selected encrypted data sets with each 

loyalty programme provider on an individual basis in order to access their data, 

download and process it, while having all corresponding actions recorded immuta-

bly. 
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Today’s loyalty programmes are ap-

parently dealing with challenges on 

both the companies’ and the cus-

tomer’s side. According to reports, a 

stunning 48 trillion loyalty points 

worth $ 360 billion are resting unused 

in consumer accounts around the 

globe (Krishna, 2017), clearly indicating 

that current solutions are not realising 

its full potential. Loyalty programme 

providers are especially concerned 

with liabilities resulting from unused 

loyalty points, personalisation, and the 

pressure related to retaining custom-

ers in the long term, while enhancing 

customer’s experience and engage-

ment, thus gaining a competitive ad-

vantage. One the other hand custom-

ers face difficulties with confusing 

guidelines and conditions, getting 

credits for purchases and especially 

with keeping track of their pro-

grammes enrolled, its points tally and 

rewards on offer in an ever-growing 

fragmented world of loyalty pro-

grammes. With a global loyalty man-

agement market expected to be worth 

$ 15.5 billion by 2025, customer loyalty 

is one of the most crucial factors 

among retailers offering similar prod-

ucts or services, as effective loyalty 

programmes keep customers engaged, 

while promoting their brand by sharing 

positive experiences (Markets and 

Markets, 2020). 

Therefore, this report presents Floy-

alty, a dedicated startup project, 

which takes on present problems re-

lated to existing and outdated loyalty 

programmes seeking to shape the fu-

ture of customer loyalty fuelled by in-

novative blockchain technologies. 

Thereby, an entrepreneurial Lean 

Startup and business model funnel 

approach is followed and described 

throughout the whole report, whereas 

part one focuses on building a solid 

foundation of the problem, customer 

and solution assumptions first, ulti-

mately leading to a first iteration of 

creating a complete business model 

based on the Lean Canvas method. An 

in-depth problem-solution mapping is 

executed, including proposed specific 

feature descriptions of the Floyalty 

platform, while revealing the potential 

role of blockchain technologies ap-

plied. Next a user centred develop-

ment process is presented, in order to 

ensure that Floyalty delivers an out-

standing user experience helping to 

reimagine customer experience and 

meet their retention goals. To this ex-

tent the second part of this report is 

exclusively devoted to the application 

of blockchain, and the benefits it ac-

tually provides in this context. Subse-

quently, a detailed overview of a po-

tential technological architecture pre-

sents the smart orchestrated 
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framework of Floyalty’s components 

and its interactions, while comprehen-

sively exploring the essential elements 

that incorporate promising concepts 

and state-of-the art technologies of 

the blockchain space. 

While loyalty programmes have built 

sort of alternative economies, whereas 

loyalty points are functioning as a 

secondary currency, it is actually the 

time for businesses to start getting 

creative with it, thus the proposed 

Floyalty platform may provide the in-

frastructure needed to support re-

shaping programmes in order to be 

well positioned for the future. Hence, 

this report prepared and documented 

a proper starting point for a potential 

realisation of Floyalty. 

  



2. THE
ENTREPRENEURIAL
DISCOVERY PROCESS
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The entrepreneurial discovery process 

followed and described in part one of 

this report is built upon the Lean Can-

vas1 and Business Model Funnel meth-

odology. On the basis of the Business 

Model Canvas2 which was originally 

developed and initially proposed by Al-

exander Osterwalder in 2005, Ash 

Maurya created the Lean Canvas back 

in 2010 with the Lean Startup3 spirit in 

mind and the aim to validate the via-

bility of a business concept at an early 

stage.  

The Lean Startup method was first 

proposed in 2008 by Eric Ries and pro-

vides a scientific approach for building 

and managing startups by experiment-

ing, testing, and iterating while devel-

oping products based on findings from 

customer tests and feedback, thus 

getting a desired product to custom-

ers' hands at a quicker pace. Hence, 

the core component of Lean Startup is 

the build-measure-learn feedback 

loop, as for a startup the frame condi-

tions are often extremely uncertain in 

the beginning, it is more promising to 

develop a quick prototype up to a min-

imum viable product (MVP), in order to 

begin the process of learning as 

quickly as possible with iterations, val-

idated through explicit customer 

 
1 https://leanstack.com/lean-canvas  
2 https://www.strategyzer.com/canvas/busi-
ness-model-canvas  

feedback at various stages in the de-

velopment cycle (pivot or persevere), 

instead of spending a lot of time and 

money working out a (possibly wrong) 

product. Once the MVP is established 

a startup can work on finetuning the 

product and its features (Shepherd & 

Gruber, 2020), (Candemir, 2020).  

Therefore, the Lean Canvas promises 

an actionable and entrepreneur-fo-

cused business plan by building a solid 

foundation of the problem, customer 

and solution assumptions first. As 

identifying the problem should be the 

starting point for any entrepreneurial 

activity, the first section of part one of 

this report emphasis on clearly de-

scribing the analysis of the problems 

found concerning existing loyalty pro-

grammes leading to an explicit defini-

tion of the three most apparent crucial 

problems identified, which are further 

elaborated and tackled in this work.  

Once the problems are understood, 

possible solutions can be elaborated, 

subsequently the second section con-

tains a completed first version of the 

Lean Canvas including required con-

cisely and specific problem/solution 

descriptions, a marketable promise for 

solving the problems of target cus-

tomers (value proposition), cost 

3 http://theleanstartup.com/  
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structures, revenue streams, key met-

rics, which can be measured for re-

flecting the state of the proposed 

business, as well as the unfair ad-

vantage over others (Maurya, 2012).  

Based on the results, the third section 

is devoted to a more in-depth prob-

lem-solution explanation, discovering 

the role of blockchain in this project, 

that led to specific feature descrip-

tions, followed by first Persona com-

positions outlining identified customer 

segments, ending in the definition of a 

potential user centred design (UCD) 

process for actually developing the 

Floyalty solution, in-line with the Lean 

Startup approach, including building 

prototypes on different levels in order 

to provide further proofs of concept as 

soon as possible in the process, to-

wards the implementation of a MVP. 

 

 

 

 

2.1.  PROBLEM, HYPOTHE-

SIS & VALIDATION 

 

“It’s not about customers being loyal 

to you. It’s about you being loyal to 

customers. You earn loyalty by giving 

it.” (Smith & Wheeler, 2002) 

In that sense in order for a loyalty pro-

gramme to be successful, you must be 

loyal to your customers. Loyalty is 

making every effort to invest to 

strengthen relationships with custom-

ers in meaningful ways. In course of 

the entrepreneurial discovery process 

of this report problems and drawbacks 

of existing loyalty programmes were 

identified, as by now almost every 

online or offline shop including grocery 

stores, run their own specific loyalty 

programmes often consisting of sepa-

rate loyalty cards plus a system for ac-

cumulating points for reduced pur-

chases or other offers. In this regard 

customers are likely to lose track of 

how many loyalty programmes they 

are currently enrolled, together with 

its points tally and their rewards on 

offer, thus resulting in unused or ex-

pired rewards.  

According to Bond’s recent loyalty re-

port, which is the world’s largest study 

of loyalty, engagement and known-

customer experience based on almost 
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70.000 surveyed customers on more 

than 100 attributes that examine over 

1.000 loyalty and credit card pro-

grammes across 34 global markets, 

the average number of enrolled loyalty 

programme memberships in the US is 

14 of which only 7 are active. Conse-

quently, 50% of inactive memberships 

suggest that the loyalty programme 

industry is facing issues (Bond, 2020). 

As reported by KPMG International in 

its “The truth about customer loyalty” 

based on a survey of 18.520 consumers 

in more than 20 countries, 49% of loy-

alty programme members state that 

they belong to too many schemes 

(even though more than half of those 

surveyed belong to five or less), signi-

fying that they are unclear about the 

rewards on offer (KPMG International, 

2019). As a result, it seems to be obvi-

ous that a considerable part of cus-

tomers is overstrained, confused and 

tired of the variety of existing loyalty 

programmes they are enrolled in and 

its rewards systems. 

Moreover, there exist special loyalty 

schemes which are cumbersome to 

join and/or earn rewards due to 

lengthy registration processes, guide-

lines and conditions which are not al-

ways adequately explained together 

with difficulties in redeeming rewards. 

Globally, more than 6 out of 10 cus-

tomers agree that loyalty schemes are 

not easy to use e.g. due to compli-

cated rules and complex redemption 

policies (KPMG International, 2019). 

Based on another KPMG survey cover-

ing 700 consumers evenly split be-

tween those aged under and over 35 

as well as between male and female, 

38% of customers reported a problem, 

where the most common issues in-

volved: redeeming a reward, under-

standing how much of a reward was 

earned, getting credit for a purchase 

and accurate points balance (KPMG 

International, 2016), suggesting that 

the User Experience (UX) of existing 

loyalty programmes is far from opti-

mal and could be improved. 

Apart from that it seems like loyalty 

programme providers are in a race of 

acting particularly innovative by offer-

ing access to their loyalty programmes 

in form of apps for mobile devices like 

smartphones or tablets, resulting in 

the need of installation of a wide vari-

ety of dedicated mobile apps for po-

tential customers who want to actively 

use their services and redeem re-

wards. However, as a result of 

CodeBroker’s loyalty programme con-

sumer survey based on responses 

from 1.287 consumers across age 

groups, demographics and geogra-

phies, addressing a range of loyalty 

programme topics across several in-

dustries, 54% of US based loyalty 
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programme members indicated, that it 

is frustrating when loyalty pro-

grammes cannot be easily accessed on 

smartphones or when an app down-

load is required. More than 5 in 10 re-

spondents stated that without easily 

accessible loyalty programmes, re-

wards often remain unused or expire 

because members are not aware that 

they have accumulated. Only 28% of 

the consumers polled, prefer a mobile 

app for accessing loyalty programme 

information, such as balance or re-

demption details (King, 2018). This in-

dicates that a majority of consumers 

do not want to install a separate app 

for each loyalty programme on their 

mobile device in order to access and 

interact with it. 

 

Another topic in this context is data 

privacy and security concerning the 

tracking of purchase behaviour and re-

lated personalisation of offers. Natu-

rally, this is one of the key drivers for 

retailers in order to setup a loyalty 

programme. Nevertheless, referring to 

the results of existing research, it is 

obvious that companies are lacking 

appropriate data to really make per-

sonalisation happen, while dealing 

with an aversion against the tracking 

of dedicated data especially in Ger-

many (28%), mainland China (23%), 

Hong Kong (29%), Canada and the UK 

(both 20%). However, Europeans in It-

aly (20%), France (16%), Belgium (16%) 

and Spain (15%) were among the re-

spondents most likely to value per-

sonalised offers (KPMG International, 

2019). There are currently no appropri-

ate incentives for consumers in place 

which encourage them to share more 

personal information based on their 

interests. As a result, retailers only re-

ceive generic and low-value consumer 

data, which is then used to create 

non-specific advertisements that are 

of little value to all parties. In that 

sense customers are often not sure if 

the rewards which they eventually get, 

in case they redeem their points or 

other offers according to the guide-

lines before they expire, are even 

worth sharing their data. 

 

On the other hand, loyalty programme 

providers have to deal with liabilities 

occurring from unredeemed loyalty 

points of consumers. Besides the ef-

fects on loyalty to their brand, un-

claimed rewards are subject of loyalty 

programme liability, which is the even-

tual cost of the redemption of all out-

standing loyalty points, thus require to 

be accounted on company’s balance 

sheets. As in general all liabilities mat-

ter, loyalty programme liability can 

have an impact on both the financial 

health of a company and the way it is 
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perceived by the market (Llaguno, 

2018). According to Colloquy, a group 

dedicated to research, publishing and 

education for the global loyalty indus-

try, 48 trillion unredeemed loyalty 

points worth $ 360 billion are residing 

on consumer accounts across the 

globe (see figure 1) (Krishna, 2017). In 

this respect it might be in the best 

interest of loyalty programme provid-

ers, that their programmes are actively 

used, implicating accumulated points 

and rewards are redeemed frequently, 

thus leading to a reduction of liabilities 

on their balance sheets. 

 

 

Figure 1 - Loyalty points market in North America and Worldwide (Krishna, 2017) 

 

All in all, it can be argued that it is about time that loyalty programme providers 

need to rethink and rebuild their programmes and offers, in order to be well posi-

tioned for the future. KPMG reported that around 50% of their consumers polled 

strongly agreed that companies should find novel ways of rewarding loyal custom-

ers, where under the generation of Millennials even a stunning 96% stated so and 

more than six out of 10 Millennials prefer the donation of their loyalty rewards to a 

good cause compared to 40% of Baby Boomers (see figure 2) (KPMG International, 

2019). 



 

 Blockchain Use Case – Floyalty: Shaping the  
future of customer loyalty | PAGE 17 

 

Figure 2 - What Millennials think about loyalty programmes (KPMG International, 2019) 

Next to the compiled and presented results of desktop research linked to the iden-

tified problems including reports, statistics, surveys and data about loyalty pro-

grammes, informal interviews with customers were held, which helped to further 

validate the problem definitions, as interviewees were sharing the same pains. Fur-

ther validation activities and experiments especially on the identified problems on 

the side of loyalty programme providers are inevitable but exceed the scope and 

existing timeframe of this report. Concluding the most apparent crucial problems, 

which are further elaborated and tackled in course of this work, are summarized as 

follows: 

 

Complexity & fragmentation 

Nowadays, almost every retailer has a 

different loyalty programme, resulting 

in a landscape full of non-interopera-

ble legacy systems that are outdated, 

inefficient, often not easy to use and 

can neither satisfy the best interests 

of customers or retailers. Customers 

are simply overstrained, confused and 

tired of the variety of existing loyalty 

programmes they are enrolled in and 

its rewards systems and do not want 

to continue adding more and more loy-

alty programmes and cards to their 

wallets. Once points are accumulated, 

they are siloed and will not generate 

any value outside of the customer's 

account and can only be redeemed in 

a small ecosystem. Customers cannot 
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donate their points to groups that may 

be of interest, such as charities. This 

makes it difficult for consumers to de-

termine which programmes are truly 

valuable, and hard for retailers (espe-

cially smaller retailers) to differenti-

ate, win and obtain customer loyalty. 

 

Liabilities 

Loyalty points in general are promises 

to provide customers with discounts 

and even free items. Therefore, un-

used points remain on retailer's bal-

ance sheets as a liability. Retailers 

currently do not know when custom-

ers will redeem these points and at 

what rate, which leads to financial un-

certainty. Consequently, it is in the 

best interest of loyalty programme 

providers that their programmes are 

actively used, meaning accumulated 

points and rewards are redeemed fre-

quently, leading to a reduction in lia-

bilities on their balance sheets. 

 

 

 

 

 

 

 

 

Lack of consumer data & personalisa-

tion 

Current loyalty programmes have no 

built-in incentives that motivate con-

sumers to share more personal data 

based on their interests. Therefore, re-

tailers only obtain general and low-

value consumer data, and then use it 

to create non-personalised advertise-

ments that are of little value to all par-

ticipants. Hence, customers are often 

unsure whether the rewards they 

eventually receive are worth sharing 

their data, if they redeem points or 

other offers according to the specific 

guidelines. Inevitably companies 

providing loyalty programmes, may be 

seeking for opportunities to extra re-

ward customers for sharing additional 

personal information, so that they can 

better personalise their offers. 
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2.2.  LEAN CANVAS 

  

Figure 3 - First iteration of completing a Lean Canvas of the Floyalty project

Our customer loyalty 
platform helps pro-
gramme providers who 
want to offer and man-
age an attractive pro-
gramme for their cus-
tomers, by minimising 
liabilities from balance 
sheets and increasing 
active memberships 
while providing re-
quired data to better 
personalise offers. 

Profound know-how 
in the field of block-
chain and UX 

Experienced and ver-
satile team of devel-
opers, designers and 
researchers 

Small, medium and 
large businesses that 
are running a cus-
tomer loyalty pro-
gramme or thinking of 
starting one 

Communication 
through email, ads 
(Google, Facebook, 
LinkedIn), website 

Distribution 
through website 
and sales force 
(SaaS) 

Costs for blockchain platform (variable) and required SW com-
ponents 

Payroll, costs for infrastructure and rent for meeting room in 
coworking space 

Recurring revenues created from subscription fees by  
Software as a Service (SaaS) model 

The complexity and 
fragmentation of to-
day’s loyalty pro-
grammes 

Liabilities occurring 
from unredeemed re-
wards 

Lack of consumer data 
to personalise offers 

 

An easy-to-use inter-
linked platform that in-
tegrates different loy-
alty programmes and 
novel rewards thus 
fostering active cus-
tomer participation 
while  
sharing additional  
personal data 

Number of programme 
providers featured on 
the Floyalty platform 

Number of customers 
enrolled in those loy-
alty programmes plus 
the number of points 
in circulation 

Number of programme 
providers included in 
Floyalty’s development 
process plus customers 
(focus on Millennials) 

Pursuing the status quo 
while fostering an eco-
system with non-in-
teroperable legacy sys-
tems 

A gigantic shopping 
mall meets an ex-
change office for loy-
alty points of all in-
cluded shops 
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2.3.  PRODUCT DEVELOPMENT 

On the basis of the results of the previous problem identification process, as well 

as the exercise concerning completing the Lean Canvas, a more in-depth problem-

solution mapping is executed, including specific feature descriptions while revealing 

the potential role of blockchain technologies applied. Following the Lean Canvas 

and business model funnel approach, prototypes of Floyalty on different levels are 

defined and implemented, subsequently followed by a MVP version, with the aim to 

provide further proofs of concept as soon as possible in the process, thus helping 

to generate and process essential feedback of potential customers.  

 

2.3.1.  PROBLEM-SOLU-

TION MAPPING & FEATURE 

DESCRIPTION 

 

The potential identified solution con-

stitutes of the introduction of an easy-

to-use blockchain based platform 

called Floyalty (a wordplay of future  

and loyalty) to integrate and interlink 

different loyalty programmes and re-

wards offered by retailers. Blockchain 

technology is used to guarantee the 

immediate and secure creation, re-

demption and exchange of loyalty  

points across programmes, compa-

nies, and industries through a trustless 

environment by means of crypto-

graphic proofs and verified automation 

realised through the use of smart con-

tracts.  

On the basis of that infrastructure 

consumers can interact with a variety 

of loyalty programmes, its points and 

rewards through one single user-

friendly (web) application, which can 

be installed on mobile devices or eas-

ily accessed through the (mobile) 

browser. Customers can interchange 

its accumulated loyalty points be-

tween programmes, thus ensuring a 

higher redemption rate while prevent-

ing expiration, which supports compa-

nies in order to reduce loyalty pro-

gramme liabilities from their balance 

sheets, while ensuring a good user ex-

perience. 

 

In order to further streamline ease of 

use, provided that the consumer has 

the application installed on their mo-

bile device, Floyalty will automatically 

present the appropriate loyalty card at 

the check-out on site, using GPS data, 
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nearby Wi-Fi spots and Bluetooth (in-

door/outdoor positioning). As a result, 

no tiresome searching anymore for the 

right loyalty card. 

With the aim to address the wish of 

especially Millennials concerning the 

possibility for donation of accumu-

lated rewards from loyalty pro-

grammes, Floyalty will feature se-

lected charitable social- and sustaina-

bility projects where users can engage. 

Through the power of blockchain each 

of the donation transactions can easily 

be tracked, ensuring highest transpar-

ency and accountability, thus easing 

the minds of donors and encourage 

them to give, while also reinforcing a 

charity’s reputation for integrity. This 

approach will also support retailers 

with regards to Corporate Social Re-

sponsibility (CSR), which they can ap-

propriately market e.g.  

“This year my customers donated 

273.564 loyalty points equal ! 43.346, 

which we topped up to ! 60.000 for 

the common mission to make the 

world a bit better”. Apart from that 

consumers and companies can then 

easily claim their donation activities 

regarding tax refunds. 

 

The blockchain based solution Floyalty 

makes it possible for customers to 

choose which data they want to share 

with which loyalty programme and 

therefore with which company, pro-

vided that the company wants to allow 

this option. To put that into perspec-

tive e.g. there are supermarket chains 

or bakeries, that currently only offer a 

loyalty programme in form of sticker 

(or stamp) booklets, where consumers 

can accumulate stickers with each 

purchase in order to receive a one-

time discount on a future purchase, or 

per sending discount stickers from 

time-to-time per mail. In that case, it 

might be attractive for those retailers, 

if customers are willing to share their 

personal data e.g. demographics, life-

style, etc. combined with the tracking 

of purchase behaviour.  

 

On the other side retailers could re-

ward consumers for doing so by giving 

them an extra amount of loyalty points 

for every purchase. This approach may 

feature several dimensions, e.g. cos-

tumers may be motivated to share 

more data with specific companies 

they trust, in order to receive more re-

wards following the intrinsic motiva-

tion of donating the accumulated 

points to the provided charitable so-

cial- and sustainability projects. Re-

tailers may have a will to do so, as they 

benefit on both sides, possessing the 

appropriate data to actually being able 

to really personalise offers for their 

consumers, as well as building up 
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superior CSR measures. Thanks to 

blockchain technology, for customers 

this method will not be a one-way 

street, as they are even free to choose 

e.g. before every single purchase, 

which data points they actually want 

to share as they will always remain the 

owner of their data. 

 

Moreover, the Floyalty platform pro-

vides the necessary infrastructure for 

loyalty programme providers, so they 

can reward their loyal customers, with 

specific voting tokens in the form of 

e.g. badges that are awarded within 

the Floyalty application in order to en-

able them to directly participate in de-

cisions regarding e.g. new product 

suggestions and -launches, therefore 

creating customer empowerment. 

Consequently, this “crowd-voting” 

system helps retailers to further opti-

mise their product portfolios to cus-

tomer’s wishes and needs and there-

fore support their dedicated product 

development- or purchase depart-

ments. Therefore, this feature may 

lead to a powerful competitive ad-

vantage for retailers using the Floyalty 

platform. 

 

Floyalty deploys a Software-as-a-Ser-

vice (SaaS) model, where loyalty pro-

gramme providers pay a subscription 

fee based on their actual number of 

using customers. As soon as retailers 

have subscribed and are registered, 

they are able to issue their own brand 

specific loyalty points token plus a vir-

tual loyalty card residing in the Floy-

alty application and can setup their re-

wards scheme according to their spe-

cific guidelines concerning competi-

tiveness or strategic agendas, thus 

precisely controlling the way their 

customers access and redeem re-

wards.  

Subsequently the ready defined loy-

alty programme is added to Floyalty’s 

interlinked blockchain network. Ini-

tially, each loyalty programme owner 

needs to set an exchange value of his 

individual loyalty points token against 

Floyalty’s own platform token, that 

represents a stable coin pegged to the 

Euro, and is used for the exchange of 

points between different loyalty pro-

grammes and donation actions for se-

lected charitable social- and sustaina-

bility projects featured on the Floyalty 

platform. 

More feature ideas were generated in 

the process of this report and are kept 

in Floyalty’s idea pool, as they are go-

ing beyond the scope of a first product 

proposition towards an MVP. These in-

clude a possibility for customers to di-

rectly buy Floyalty platform tokens or 

exchange their accumulated loyalty 
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points, in order to lock them e.g. for 

120 days in a specific area dedicated 

to potential new partner retailers, that 

are to join the platform or should be 

called upon to do so. If in this 

timeframe the selected retailer jumps 

on board of Floyalty, the locked tokens 

are automatically converted to the 

branded loyalty points tokens of the 

new retailer, giving those customers a 

decent extra on top or e.g. a few spe-

cific rewards coupons.  

Furthermore, a conceivable feature is 

the implementation of dedicated “to-

ken hunts” using Augmented Reality 

(AR) technologies of mobile devices 

with the Floyalty app installed i.e.  

a coffee shop could virtually place 

some of its loyalty tokens throughout 

the city or in the area of its premises, 

subsequently customers are informed 

and prompted to collect a specified 

amount of these tokens, in order to re-

ceive a free coffee or a discount on 

their next order, thus providing a gam-

ification aspect and fostering brand 

loyalty. 

Following the Lean methodology, and 

especially in the sense of the build-

measure-learn feedback loop, it is 

crucial to further validate the de-

scribed proposed solutions and fea-

tures with the help of developing ded-

icated hypotheses and corresponding 

experiments. The complete definition 

and actual execution of these exceed 

the scope and existing timeframe of 

this report. The following four hypoth-

eses were created and included as 

possible examples for potential ensu-

ing activities, thus emphasizing the 

process followed: 

 

1st Hypothesis and Experiment 

 

Hypothesis: 
Adult consumers wish to interact with 

their enrolled loyalty programmes 
through one single application com-

pared to dealing with each loyalty pro-

gramme separately. 

Experiment:  

For validating this hypothesis, the 

question: “Would you like to interact 

with all loyalty programmes you are 

enrolled through one single applica-

tion?”, is asked to 30 adults in a shop-

ping mall. If 10 out of 30 individuals are 

answering the question with “Yes”, the 

hypothesis is considered as confirmed 

and leads to subsequent experiments. 
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2nd Hypothesis and Experiment 

 

Hypothesis:  

Adult consumers rather want to do-

nate their accumulated rewards from 

loyalty programmes to selected chari-
table social- and sustainability pro-

jects compared to redeeming them 

personally. 

Experiment:  

To validate this hypothesis, the ques-

tion: “Would you like to donate your 

accumulated rewards from loyalty 

programmes to selected charitable 

social- and sustainability projects 

compared to redeeming them person-

ally?”, is asked to 30 adults in a shop-

ping mall. If 10 out of 30 individuals are 

answering the question with “Yes”, the 

hypothesis is considered as confirmed 

and leads to subsequent experiments. 

 

 

 

 

 

 

 

 

 

 

 

 

3rd & 4th Hypothesis and Experiment 

 

Hypothesis:  

Retailers providing loyalty pro-

grammes want to allow interchanging 

of its loyalty points with other pro-
grammes to increase redemption rates 

and thus reducing loyalty programme 

liabilities from their balance sheets. 

Companies providing loyalty pro-
grammes want to extra reward cus-

tomers for sharing additional personal 
data, so that they can better person-

alise their offers. 

Experiment:  

In order to validate these two hypoth-

eses, interviews with 10 persons in 

charge out of a mix of regional retail-

ers from several industries (supermar-

kets, drugstores, hardware stores) are 

conducted. If 3 out of these 10 persons 

are confirming one of the hypotheses, 

there may be evidence, which is worth 

to examine in subsequent activities. 
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2.3.2.  PERSONAS DEFINI-

TION 

 

Personas were first introduced and 

popularised by Alan Cooper in his book 

“The Inmates are Running the Asylum” 

back in 1999, with the aim to accom-

plish a more user centred software 

development, as programmers and en-

gineers often run into the risk of get-

ting too lost in technical details, and 

therefore forget for whom the product 

is actually being developed. In order to 

ensure that they always have the end 

user in mind in everything they do, 

Personas were used, which visualised 

fictional characters, based on actual 

data, that depict target user popula-

tions based on demographic data such 

as age, gender, education, occupation, 

income, hobbies etc. equipped with 

psychographics such as specific 

needs, demands, values, lifestyle, 

opinions and expectations (Pruitt & 

Grudin, 2003). 

By now the Persona technique has 

evolved from approaching solely soft-

ware development to being actively 

used in a variety of other fields, in-

cluding general product development, 

marketing, communication planning 

and service design (Nielsen, 2014). The 

creation of valid Personas that 

represent a company’s target audience 

includes traditionally lots of research 

and is therefore time-consuming and 

expensive. Hence, in a first attempt an 

alternative type of Persona called the 

Proto-Persona can be valuable and 

more easily developed.  

Proto-Personas emerge within the 

range of brainstorming sessions, 

where company members attempt to 

encapsulate their organisation's views 

about who is using their product or 

service and what motivates them to do 

so. They provide a starting point for 

evaluating their products as well as to 

create some early design hypotheses, 

thus reinforcing corporate awareness 

of the customer’s point of view. As 

soon as Proto-Personas are defined 

and agreed upon, researchers then 

begin to validate their accuracy further 

in the field, whereas one of the most 

effective ways to do so is to conduct 

interviews (Gothelf, 2012). 

In the marketing world Personas are 

often called Buyer Personas i.e. arche-

types of real buyers that allow mar-

keters to craft strategies to promote 

products and services to the people 

who might buy them. The Buyer Per-

sona philosophy is based on the art 

and science of posing probing ques-

tions and closely listening to custom-

ers’ answers. It is the secret to under-

stand their mindset and inspiration 
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that drives them to potentially pay for 

a solution like Floyalty. Thereby mar-

keters benefit from building Buyer 

Personas that actually include two 

parts: Buyer Profile, that describes 

customers following demographic and 

psychographic data and Buying In-

sights, which reveal the when, how, 

and why aspects regarding a buying 

decision, including the aspects of a so-

lution which are relevant or irrelevant, 

attitudes that prevent from consider-

ing a solution, resources buyers trust 

as they evaluate their options or who 

is involved in the decision and with 

how much influence. Therefore, the 

combination of Buyer Profile and Buy-

ing Insights, makes a Persona com-

plete and thus becomes a useful and 

trusted resource providing a clear 

guidance for decisions that need to be 

made in order to win their business 

(Revella, 2015). 

In that sense the following two Proto-

Personas were developed within the 

frame of this report, as a result of 

brainstorming sessions, desktop re-

search and informal discussions on 

the consumer’s side, thus functioning 

as a starting point for further valida-

tion activities and interviews, in order 

to develop a set of complete Buyer 

Personas consisting of Buyer Profile 

and Buying Insights, thus benefitting 

Floyalty’s further business model de-

velopment. From the view of Floyalty’s 

customer segments, the distinction 

between two types is crucial and 

therefore used in the following Proto-

Persona description, i.e. the actual 

“customer” of the Floyalty Co., who 

will eventually pay or is in the position 

to initiate payments for the value pro-

vided by Floyalty e.g. a shop owner or 

a loyalty programme manager of a su-

per market chain (see figure 4), and 

the “user” who will in this use case 

most probably not pay any money but 

rather be using Floyalty, benefit from 

the superior UX and unique features, 

and in the broader sense be willing to 

“pay” with his private and/or purchase 

behaviour data (see figure 5). 
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Figure 4 - Proto-Persona, Jörg Mayr, potential customer 
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Figure 5 - Proto-Persona, Julia Moser, potential user 
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2.3.3.  USER CENTRED DE-

SIGN PROCESS 

Floyalty is devoted to offer superior 

software quality and UX, therefore an 

appropriate multidisciplinary team is 

needed to actually develop the prod-

uct. In that sense it is vital to gather 

people with an industry-specific expe-

rience and great personality who can 

realise their full potential when work-

ing together in a team, where each 

team member cooperates and helps in 

identifying and solving both their own 

and their teammates’ problems i.e. 

ability to wear multiple hats. Prefera-

bly, a blockchain SW developer, a UX 

designer as well as a UX researcher to-

gether with a marketer are teamed up. 

Following a dedicated UCD process 

(see figure 6), end users of both groups 

(customers and retailers) are included 

within co-design sessions right from 

the beginning, thus helping to under-

stand and conceptualize the solution 

and corresponding service model from 

a user’s perspective. Once the baseline 

is set, it is critical that end users are 

continuously involved to provide di-

rections to design and development of 

the solution through iterative phases, 

between development and evaluation 

of prototypes in various evolutionary 

stages in order to improve usability 

and UX, whereas the proposed process 

can be summarised and defined as fol-

lows: 

1. Specific application scenarios 

are further elaborated and dis-

cussed with end users in inter-

views and focus groups. The re-

sults are used to further 

streamline the Persona descrip-

tions, to define the required set 

of features of the potential MVP 

version and to provide insights 

for user interface (UI) and inter-

action design. 

 

2. An intuitive, easy to use and 

consistent wireframe version of 

the solution is created, that 

outlines functionalities and pre-

sents the overall navigation 

structure as well as interaction 

workflows, which are tested 

with end users in sessions to 

receive early feedback. 

 

3. Mock up prototypes are devel-

oped, simulating the MVP ver-

sion including the look and feel 

in a fully interactive way. These 

are tested with end users in us-

ability evaluation sessions in a 

controlled environment, focus-

ing on interface layout, infor-

mation presentation schemes, 
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design of menus, link structures 

and data entry methods. Obser-

vational and think aloud meth-

ods are applied to derive valua-

ble feedback. 

 

4. The MVP version is completed, a 

fully functional product, includ-

ing a reduced  

pre-defined set of features, 

which is evaluated for optimisa-

tion in final evaluation sessions 

in a controlled environment be-

fore actually delivering it to 

customers  

(early-adopters). The evaluation 

focusses on final UX aspects 

and bug fixing.  

 

 

 

Step 1-3 naturally are carried out be-

fore starting any actual technical de-

velopment, thus preventing wasting 

valuable development resources. 

However, eventually some technical 

implementation work on determined 

back-end components can start al-

ready in parallel. From today’s per-

spective the features regarding the 

possible interaction with various loy-

alty programmes, its points and re-

wards through one single user-friendly 

application combined with personal-

ised data sharing appear to be the 

most essential. All other envisioned 

features of the solution may be fine-

tuned and plugged in one after an-

other, following a specific prioritisa-

tion ranking derived from the user re-

quirements sessions presented above, 

provided the MVP receives the appro-

priate echo from market deployment. 

 

Figure 6 - Overview of a UCD process (McCurdie, et al., 2012) 



3. USE OF
BLOCKCHAIN
TECHNOLOGY
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The benefits of blockchain are being 

extensively researched for a variety of 

use cases in different industries rang-

ing from IoT to supply chain manage-

ment and beyond. It is evident that 

blockchain has the ability to bring sub-

stantial value to certain applications, 

but not to all. As a result, a crucial as-

sessment of blockchain's applicability 

is needed on a case-by-case basis 

(Emmadi, et al., 2018).   

To this extent the second part of this 

report is devoted to the application of 

blockchain in Floyalty and clearly sets 

out the reasons why blockchain is 

used and which benefits its applica-

tion provides. Proximately, a general 

architecture overview was created 

presenting the unique smart orches-

trated framework of Floyalty’s compo-

nents and its interactions fuelled by 

blockchain technology, in order to 

achieve the desired verified automa-

tion through smart contracts, thus 

guaranteeing the immediate, transpar-

ent and secure creation, redemption 

and exchange of loyalty points across 

programmes among other features. 

Furthermore, in the following section 

regarding the actual technical setup, 

the blockchain of Floyalty and its es-

sential elements were comprehen-

sively explored based on defined 

 
4 https://www.chiliz.com/  

results, and therefore explained more 

in detail, thus providing an in-depth 

technological architectural overview.  

 

3.1.  USING BLOCKCHAIN 

TECHNOLOGIES 

 

Having discussed the variety of prob-

lems concerning traditional loyalty 

programmes, and the feature set that 

Floyalty provides in order to tackle 

these, together with the process de-

sign to actually develop the platform 

in a user centric way, within part one 

of this report, next a proper research-

based analysis was conducted con-

cerning the reasons why it actually 

makes sense to implement blockchain 

in Floyalty, compared to using any 

other legacy data base technology. 

Furthermore, creative mind mapping 

sessions were conducted in order to 

develop Floyalty’s unique concepts 

and its architectural overview, thus in-

corporating promising notions from 

the successful blockchain based pro-

ject Chiliz4 and its interlinked Socios5 

platform, that served as inspiration 

throughout the process. 

5 https://www.socios.com/  
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3.1.1.  REASONS & BE-

NEFITS 

The major reasons identified why Floy-

alty actually makes use of blockchain 

technologies are summarised as fol-

lows, whereas table 1 at the end of this 

section provides an overview of the 

wide-ranging benefits: 

 

Increased flexibility 

Blockchain helps to connect different 

loyalty programmes across retailers 

thus creating a consolidated loyalty 

network and facilitating their interac-

tion, especially in terms of convertibil-

ity and exchange of points, based on 

the exchange value against Floyalty 

platform tokens.  Key reasons, why 

customers want to exit loyalty pro-

grammes, are linked to short expira-

tion dates of rewards or minimum 

points requirements at which it is al-

lowed to redeem points (Ma, 2020). In 

Floyalty loyalty points are stored as 

tokens in a digital wallet application, 

thus readily and quickly redeemable at 

any point, consequently enhancing 

customer satisfaction and redemption 

transactions by making it easier to re-

deem rewards in the multi-channel 

network of retailers, or conduct a do-

nation to featured charitable social- 

and sustainability projects. The ac-

companied tokenisation of loyalty 

points allows the easy reconciliation 

and verification of transactions be-

tween all participating retailers, espe-

cially regarding the exchange of points 

between multiple programmes, as 

each of the participating issuers runs 

a dedicated node. 

 

Unprecedented traceability 

Each of the different tokenised points 

issued on the Floyalty platform fea-

tures a unique identifier providing the 

inability to counterfeit token points. 

Therefore, each point can be traced 

back, when it was originally issued, 

until it was ultimately exchanged, do-

nated or burnt, giving the exact infor-

mation regarding where it was earned, 

by whom, for what and where it was 

spend. This package of data can be 

tagged to one specific reward, which 

provides loyalty programme providers 

a deep insight into customer’s earning 

and spending behaviours (Jakobson, 

2019).  

 

Cost reduction 

Floyalty’s blockchain based system 

uses smart contracts, that provide 

verified automation in order to reduce 

system maintenance, administrative 
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and personnel costs, especially those 

associated with errors and fraud, re-

sulting in safe, traceable, and trans-

parent transactions (Ma, 2020). Conse-

quently, several procedures that his-

torically required manual authorisa-

tion and approval are simplified. 

 

Faster transaction & reconciliation 

times 

Traditional loyalty programmes often 

take a long time to actually credit 

points to customer’s accounts, due to 

a lack of coordination between inter-

mediaries involved (Deloitte Center for 

Financial Services, 2016). By using 

blockchain technologies Floyalty 

solves this problem through enabling 

transactions to be recorded and ac-

cessed in near real-time by multiple 

stakeholders participating in the pro-

cess, as delays only include block cre-

ation and transaction validation times. 

Therefore, customers are able to re-

ceive their points and rewards seam-

lessly and instantly, thus positively in-

fluencing customer experience while 

enhancing loyalty to the retailer. 

 

 

 

Enhanced Security 

Blockchain naturally creates an immu-

table and time-stamped distributed 

database entry for each transaction, 

which is easy to trace, irreversible, 

thus avoiding double spending and 

fraud due to manipulation. As a result, 

Floyalty’s platform is fundamentally 

harder to hack compared to central-

ised systems and provides better se-

curity at multiple levels including to-

kenised tamperproof loyalty points 

and cryptographically protected data. 

The responsibility for securing and 

processing of loyalty balances and 

transactions is shared among partici-

pating loyalty programme providers 

and as Floyalty features a permis-

sioned blockchain it is only accessible 

to trusted entities in the network. 
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User Design Implementation Customer  
engagement 

Programme  
management 

Loyalty pro-

gramme 

provider 

Tokenisation of loy-

alty points make 

them unique, tracea-

ble, as well as fraud-

proof to a large ex-

tent 

Clear understanding of 

current, unused loyalty 

points and where they 

reside in the loyalty eco-

system 

Linking customers to 

more service providers 

to give them a fuller 

customer experience 

More transparent re-

porting and tracking 

with by-product of data 

analysis to provide more 

insight into customer 

behaviour 

Customer 

Single wallet plat-

form managing mul-

tiple membership 

programmes 

Near-real-time credit of 

rewards points, making 

them readily redeema-

ble, if the programme 

provider allows 

Increased redemption 

options given near-

real-time capability 

and interlinked pro-

grammes 

Transparent programme 

management reduces 

the loss of points by ex-

piration or fraud 

Table 1 - Benefits of blockchain enabled loyalty programmes (Deloitte Center for Financial Services, 2016) 

 

 

3.1.2.  CONCEPTS & AR-

CHITECTURAL OVERVIEW 

Next the general architecture of the 

Floyalty platform presented in figure 8 

introduces on a high level, how block-

chain technologies are actually applied 

and how the interaction of the above-

mentioned functionalities is uniquely 

setup, in order to serve the interests 

of both loyalty programme providers 

and customers as best as possible. 

Starting point is the loyalty pro-

gramme providers area (see point 1, 

figure 8), where each participating re-

tailer can create their own branded 

loyalty points token (BLPT), which are 

issued to their customers e.g. when-

ever they are visiting the retailer’s 

shop and make a purchase. All BLPTs 

need to have a fixed price value calcu-

lated in Floyalty tokens (FLTs), so cus-

tomers and retailers always know how 

much their loyalty points tallies are 

actually worth in Euro, thus leading to 

transparency and help to streamline 

the trusted exchange of points be-

tween loyalty programmes. Whenever 
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the customer accumulates points, loy-

alty tokens are transferred and stored 

in the corresponding wallet. With the 

help of Floyalty’s multi retailer cus-

tomer wallet application consumers 

can directly interact with a variety of 

loyalty programmes, its points and re-

wards in an easy way. Furthermore, is-

suing points and redeeming rewards 

are appropriately handled automati-

cally by using dedicated smart con-

tracts. Therefore, the retailer can 

setup their own rewards application 

tailored to their needs e.g. they could 

select and program the type of re-

wards, like e.g. discount vouchers or 

free items, which should be handed 

over to the customer in return to a 

predefined amount of redeemed 

BLPTs. All associated transactions are 

stored properly, transparently and im-

mutably in Floyalty’s blockchain.  

 

The Floyalty platform provides the 

possibility for loyalty programme pro-

viders to reward their loyal customers 

in a novel way via the direct participa-

tion in decisions (see point 2, figure 8) 

regarding e.g. new product suggestions 

and -launches. Consequently, this 

dedicated “crowd-voting” engine em-

powers customers to take a meaning-

ful, active hand in guiding various de-

cision-making concerning customer 

centred product portfolios and 

services. This is made possible via the 

innovative application of a scalable, 

blockchain-based retailer branded 

voting token (BVT), realised through 

the secure, trustless deployment of 

tokenised voting rights, which can be 

granted or revoked, and executed via 

smart contracts on the Floyalty plat-

form (Chiliz, 2018). The dedicated 

branded voting tokens (BVTs) could be 

e.g. covered as badges that are 

awarded to customers within the Floy-

alty application. 

 

As a result, customers may be more 

motivated, thus in exchange operating 

retailers could receive more personal 

data, based on the interests of their 

consumer, in order to better personal-

ise their offers and voting polls. In 

Floyalty customers are free to choose 

which additional data they want to 

share with which loyalty programme 

and therefore with which company, 

e.g. they could share the information 

about following a plant based diet to-

gether with some hobbies they pursue, 

and based on that the retailer can then 

provide specific voting polls to con-

sumers with similar interests like 

“Which of the following three plant-

based burger patties would you prefer 

to find in our product range next?” or 

“Would you be happy to see a larger 

selection of regional crafted beers in 
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our stores?”. By having those votes ex-

ecuted and auditable on the block-

chain, it will be ensured that neither 

the Floyalty platform or participating 

retailers can manipulate voting results 

or ignore customer-guidance.  

 

It is important to mention, that in 

Floyalty’s approach the customer al-

ways has full ownership and control of 

their data together with transparency 

of data activities. Therefore, the cus-

tomer submits or withdraws a specific 

authentication token (AuthToken) for 

the respective retailer in order to grant 

or revoke them access rights to pro-

cess their data. More technical details 

concerning the applied method are 

further explained in the subsequent 

chapter 2.2.3. 

 

Whenever a customer requests to ex-

change his accumulated BLPTs from 

one featured loyalty programme on 

the Floyalty platform to another (see 

point 3, figure 8), again a specifically 

for this purpose designed smart con-

tract within the loyalty points ex-

change market is triggered, that auto-

matically exchanges the dedicated 

number of BLPTs based on FLT. This 

implies an intermediate step consist-

ing of the required purchase of the 

equivalent value amount of FLTs, on 

behalf of the retailer’s account 

operating the programme from which 

the change was initiated, before sub-

sequently using the FLTs to execute 

the purchase of the desired BLPTs of 

the intended programme to be 

changed to. Later, the original amount 

of BLPTs that were to be changed are 

transferred back to the issuing retailer 

and therefore can be distributed again 

to customers or burnt. The logic of the 

BLPT exchange smart contract is ex-

plained and visualised more in detail in 

figure 7.  

 

If a customer wants to donate his ac-

cumulated BLPTs from a specific loy-

alty programme (see point 4, figure 8), 

once more a smart contract is acti-

vated, which automatically exchanges 

the BLPTs tokens to FLTs, within the 

loyalty points exchange market and 

subsequently transfers the corre-

sponding amount of FLTs to the dona-

tion wallet of the selected charitable 

social- and sustainability project, ena-

bling more transparency and account-

ability and can therefore provide the 

“proof of impact” for goals achieved. 

Compared with transactions executed 

through other transaction methods, 

transactions executed on Floyalty’s 

blockchain can reach the recipient 

faster and at a lower cost because all 

encrypted transactions are propagated 

immediately. The highly visible and 
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traceable transactions generated this 

way, allows donors to track all their 

transactions from the beginning to the 

end and verify where their funds went. 

As a result, givers can effectively de-

termine if their funds met their desired 

goal by tracking the whole series of 

transactions. Well-documented and 

monitored transfers enable donors to 

make more informed choices on char-

itable organisations and projects to 

fund in the future (Vogel & Kurak, 

2019). 

 

Furthermore, the loyalty points ex-

change market of Floyalty is also open 

for customers to buy FLT directly via 

fiat transactions, especially for dona-

tion purposes or in case customers are 

seeking to accomplish a specific re-

ward offered by a loyalty programme 

provider, but are lacking the necessary 

BLPT tally which is required for actu-

ally redeeming the reward, thus cus-

tomers can exchange their acquired 

FLTs for every BLPT offered on the 

platform. The infrastructure presented 

makes also a scenario possible in 

which BLPTs could serve as a medium 

of exchange between customers, thus 

enabling BLPTs to become tradeable, 

but at this point this is not yet de-

signed.  
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Figure 7 - Smart contract logic for exchanging BLPTs between loyalty programmes 
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Figure 8 - Floyalty platform architecture overview 
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3.1.3.  INDIVIDUAL LOY-

ALTY PROGRAMME LOGIC & 

TOKENOMICS 

This section aims to describe the pre-

viously presented concepts and archi-

tecture of Floyalty in a more tangible 

way in case of the process of onboard-

ing a new retailer on the Floyalty plat-

form, and clearly sets out the applica-

tion of verified automation using smart 

contracts especially regarding BLPTs 

and BVTs, whereas figure 9 serves as 

detailed explanation and visual repre-

sentations of the envisioned work-

flows. 

When a new retailer is about to join 

the Floyalty platform, aiming to design 

and offer an advanced loyalty pro-

gramme for their customers with the 

help of Floyalty’s unique features, ini-

tially the required individual loyalty 

programme logic needs to be defined 

and customised. This includes the de-

sign and tokenomics of the dedicated 

BLPT, thus the following attributes 

need to be set: 

• The unique name and icon of the 

BLPT to be featured on the Floyalty 

platform. 

 

• The quantity of BLPTs to be minted 

and available for customers in the 

beginning as well as a possible 

codification of a maximum supply 

in order to introduce scarcity if de-

sired by the retailer (supply param-

eters). 

 

• The exchange value against FLT, 

which is needed for the conversion 

with other loyalty programmes on 

the platform. 

 

• Possible built-in economic incen-

tives to foster certain customer 

behaviour e.g. inflation in terms of 

redemption times i.e. if the cus-

tomer is not redeeming their points 

within a certain time period, a pre-

defined percentage of their hold 

BLPT are burned or its value gets 

reduced. 

 

• The definition of the BLPT issuance 

and redemption guidelines i.e. how 

much BLPTs a customer receives in 

exchange for purchases or other 

rewarding behaviour e.g. the provi-

sion of extra customer data or cre-

ating product reviews, as well as 

the specification of the redemption 

rewards e.g. coupons or discounts, 

that customers should obtain. 

 

• A possible indication of which 

charitable social- and sustainabil-

ity projects the retailer is especially 
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supporting by giving extra amounts 

of BLPTs for donating customers.   

 

Furthermore, the retailer can expand 

its loyalty programme with the intro-

duction of special individual BVTs, to 

be awarded for loyal customers in or-

der to grant them specific voting 

rights, thus empowering them to ac-

tively take part in the decision-making 

process of certain envisioned polls. 

The application of Floyalty’s “crowd 

voting” engine is unique in this context 

and hence constitutes a competitive 

advantage for the retailer. The re-

quired specification of the design and 

tokenomics of the BVT include: 

• The quantity of BVTs to be minted 

and available for customers from 

the start as well as a possible cod-

ification of a maximum supply for 

introducing scarcity if wanted by 

the retailer (supply parameters). 

 

• The definition of the required loy-

alty criteria for customers to re-

ceive BVTs e.g. a customer could be 

awarded with a BVT for providing 

desired data related to his eating 

habits, for visiting the retailer’s 

store regularly three times per 

week or for writing product reviews 

on a weekly basis. On the other 

side voting rights based on BVTs as 

foreseen by the retailer may also 

be automatically revoked, as result 

of the customer losing loyalty i.e. 

not meeting the predefined loyalty 

criteria anymore. 

 

• The individual interpretation of 

awarded BVTs in terms of tiers i.e. 

a customer who possesses one BVT 

could be assigned with tier level 

one and a corresponding badge, 

whereas a customer who holds two 

BVTs due to special loyalty behav-

iour gets tier level two and another 

hence better badge, thus holding 

more BVTs equals higher voting 

power in polls. As a result, reaching 

a higher tier level may feel like an 

achievement, thus motivating cus-

tomers to keep ranking up.  
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Example Scenario 

A new coffeeshop in town joins the 

Floyalty platform and configures its 

individual loyalty programme logic as 

follows. After setting a unique name 

“be(an) loyal token” and icon for their 

BLPT, they decide to initially mint 1 

million of BLPTs and set the exchange 

value against FLT to 0.02. Moreover, 

they introduce a built-in inflation of 

8% affecting accumulated BLPTs in 

customers’ wallets, which is only exe-

cuted if customers keep not returning 

to their store within 60 days. For the 

start they just implement two guide-

lines for BLPT issuance and redemp-

tion, thus for every Euro spent the 

customer receives 4 BLPTs and when-

ever 50 BLPTs are accumulated, the 

customer receives either one coffee 

for free or a 50% discount on one 

whole order. Additionally, they decide 

to mint 100.000 BVTs which shall be 

awarded to a loyal customer if they are 

visiting their store regularly always 

once, three or five times per week, 

therefore they implement three types 

of badges: bronze, silver and gold, 

whereas bronze equals possessing one 

BVT, silver three and gold six, which is 

direct proportional to dedicated voting 

power. The BVTs are yet withdrawn 

from customers’ wallets, whenever 

they quit or pause their visiting behav-

iour for 2 weeks, i.e. a customer with 

gold status starts loosing gold after 2 

weeks, silver after 3 weeks and bronze 

after 4 weeks. The coffeeshop polls 

their customers frequently regarding 

e.g. the possible next roasting or bean 

they prefer to be added to the menu. 
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Figure 9 - Smart contract logic for the application of BLPTs and BVTs 
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3.2.  TECHNICAL SETUP 

From a blockchain perspective, the 

decision needs to be made regarding 

developing an own blockchain from 

scratch or building upon an already ex-

isting platform, taking into account the 

general type of blockchain (permis-

sioned or permissionless) to be used 

for Floyalty. The development of a 

separate independent blockchain from 

scratch typically involves technical 

challenges concerning the develop-

ment of the appropriate blockchain 

protocol including the account model, 

encryption algorithm, data architec-

ture, node communication, consensus 

mechanism and smart contracts lan-

guage in view of required scalability, 

transactions speed, decentralisation, 

interoperability and energy consump-

tion, which is therefore linked to an in-

creased development effort resulting 

in the need for substantial resources. 

This needs to be taken into account 

and thoughtfully analysed when pur-

suing with the Floyalty project on an 

entrepreneurial basis.  

For the sake of this report the decision 

was made to architecturally design a 

new, independent blockchain, thus be-

ing able to orchestrate the required 

components more freely and ideally, 

 
6 https://bit.ly/3qvfjBG 

consequently not being restricted by 

ready-made structures of e.g. availa-

ble Blockchain-as-a-Service (BaaS) 

platforms. As a result, the technical 

setup presented serves as a first con-

cept, outlining step-by-step the es-

sential blockchain based components, 

which may be used in Floyalty, to-

gether with the reasons for choosing 

them.  

 

 

3.2.1.  BLOCKCHAIN 

CHOICE 

 

As rewards issuer loyalty programme 

providers typically require having full 

control while ensuring maximum of 

privacy. As loyalty points in form of to-

kens are directly created and issued, 

cryptographically encrypted proofs by 

several designated agents on separate 

nodes within a defined network are 

sufficient, thus Floyalty implements a 

permissioned blockchain that provides 

the necessary fraud-proof record of 

transactions (Deloitte Center for 

Financial Services, 2016). The suitabil-

ity of a permissioned blockchain, is 

also underlined by Mindtree6 and 
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Pravici7, who have successfully real-

ised related use cases in the loyalty 

space with Hyperledger Fabric8 as well 

as TCS9 with R3’s Corda, while qiibee10 

built their own version of it. Addition-

ally, the selection of the blockchain 

type can also be justified on a scien-

tific basis using the following guideline 

for evaluating the applicability of 

blockchain for use cases (see figure 

10), whereas the related path for Floy-

alty is highlighted in green. 

 

Figure 10 - Evaluating the applicability of blockchain, according to (Emmadi, et al., 2018) 

Starting point is the definite need to 

store a common data state among the 

participants on the Floyalty platform, 

including multiple writers, whereas all 

writers are known as they need to un-

dergo a registration process first, while 

it cannot be assumed that all writers 

mutually trust each other. Moreover, 

Figure 10 then categorises permis-

sioned blockchains into public and pri-

vate permissioned blockchains. A 

 
7 https://pravici.io/tokenized-loyalty-
points.html 
8 http://ibm.co/3jLUvU1 

public permissioned blockchain allows 

anybody to read the entire content of 

the chain and thereby validate the au-

thenticity of the data, while a private 

permissioned blockchain only allows a 

predefined number of members to 

read the chain. Hence, a private per-

missioned blockchain architecture 

was chosen for Floyalty as not every 

transaction of the platform shall be 

open to the general public. Attribute 

9 http://on.tcs.com/37bgE9q 
10 https://qiibee.com/  
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based access controls are imple-

mented and embedded into smart 

contracts, functioning as a security 

mechanism in order to deliver the nec-

essary flexibility and granularity to 

manage access to the chain based on 

predefined roles of Floyalty platform 

users (Emmadi, et al., 2018).  

In General, a permissioned blockchain 

is operated by the members of a de-

fined consortium, in the case of Floy-

alty these members are the participat-

ing loyalty programme providers (Floy-

alty’s customers) as well as Floyalty as 

a business itself. The permissioned 

system can also be described as an 

additional access control layer, where 

Floyalty Co. takes the authority that 

sits at the top, and decides who is el-

igible to join the blockchain and also 

manages roles and relationships be-

tween participants. Only if Floyalty’s 

requirements are met, due to setting 

up and signing an appropriate cus-

tomer contract, the loyalty programme 

provider will be eligible to take part in 

the blockchain system, which as a re-

sult stays secure and governable. Fur-

thermore, only these preapproved en-

tities are allowed and able to actually 

run the nodes required to validate 

transactions and execute smart con-

tracts on the blockchain. By using a 

 
11 https://www.vechain.org/  

permissioned blockchain, trustworthy 

information and transactions can effi-

ciently be exchanged and recorded in 

a protected context, while preserving 

the confidentiality necessary for effi-

cient business operations. The degree 

and quality of decentralisation is de-

termined by the number of peers in 

the network, the predicted number of 

malicious nodes, and the form of con-

sensus algorithm chosen.  

 

Floyalty’s permissioned blockchain 

does not feature any crypto economic 

rewards for block generators and the 

Proof-of-Authority (PoA) consensus 

algorithm applied is computationally 

inexpensive, therefore the scalability 

and performance are superior com-

pared to permissionless blockchains. 

As the number of nodes is limited, un-

necessary computation required for 

reaching consensus is removed. One of 

the best known blockchains that im-

plements PoA today is VeChainThor11. 

Additionally, an appropriate organised 

structure for governing the blockchain 

is applied, which means Floyalty’s 

central administrators can update the 

dedicated rules, code, power alloca-

tion among peers over the network 

considerably fast (Zakhary, et al., 

2019), (Kadiyala, 2018). 
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3.2.2.  CONSENSUS ME-

CHANISM 

The implemented PoA consensus algo-

rithm follows the OpenEthereum12 

proposal named Aura (Authority 

Round) announced in 2017. By design, 

in Floyalty only nodes that have 

proven their identity and passed a 

dedicated authentication process are 

awarded to generate new blocks and 

are put in the list of validators. The 

main reasons for opting for PoA and 

related benefits include (POA Network, 

2020): 

• No high-performance hardware is 

required, the PoA consensus algo-

rithm does not require nodes to 

devote computing resources to 

solve complex mathematical tasks. 

 

• The time interval for generating 

new blocks is predictable. 

 

• PoA features a lighter message 

transmission scheme compared to 

Byzantine Fault Tolerance (BFT) al-

gorithms, leading to superior per-

formance related to the speed of 

verifying transactions, translating 

into high number of transactions 

 
12 https://openethereum.org/  

per second (Musilek & Lashkari, 

2021). 

 

• High risk tolerance, as infected 

and/or malicious nodes are toler-

ated as long as 51% are not acting 

maliciously.  

 

In order to generate a new block a 

leader is randomly selected from the 

list of validators, who includes the new 

transactions from its queue in the new 

block, and propagates it to the other 

validator nodes (block proposal 

round). Then each validator spreads 

the block to the others (block ac-

ceptance round). If all received the 

same block, it is considered as ac-

cepted, put in the que of pending 

blocks and the process repeats with a 

new block leader. The block remains in 

this que until a majority of validators 

propose their blocks, then it is finally 

committed to the blockchain.  

 

If they do not agree on the proposed 

block during the block acceptance 

round, a voting is initiated in order to 

decide whether the current leader is 

malicious and therefore kicked out. 

Malicious validator behaviour includes 

not proposing a block, proposing more 

blocks than expected or proposing dif-

ferent blocks to different validators. 
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The voting system to remove a mali-

cious validator is implemented via a 

smart contract, where a majority of 

votes from validators is needed to re-

move them from the list (De Angelis, 

et al., 2017).   

 

3.2.3.  CRYPTOGRAPHY, 

SECURITY & DATA MANAGE-

MENT 

Floyalty is a secure and reliable plat-

form based on approved cryptographic 

concepts, state-of-the-art smart con-

tract technology and innovative tech-

niques that provide its users full own-

ership and control of their private 

data, while ensuring safe and efficient 

sharing with each loyalty programme 

provider on an individual basis, thus 

providing a fit solution concerning re-

quired European General Data Protec-

tion Regulation (GDPR) compliance. 

These concepts and methodologies 

are explained more in detail as follows.  

Elliptic Curve Cryptography (ECC) is 

used for account creation thus gener-

ating a unique key pair of a private and 

public key. A private key is a randomly 

chosen number between 1 and 2256 

(256-bit/32-byte long), which corre-

sponds to a 78-digit long decimal 

number, putting that into perspective, 

the number of atoms on earth is 

estimated to be a 51-digit long decimal 

number. The public key is uniquely de-

rived from the private key (Barski & 

Wilmer, 2015).  

For a security length of 128-bit the Na-

tional Institute of Standards and Tech-

nology (NIST) recommends a key size 

of 3072-bit for well-known asymmet-

ric key-algorithms like e.g. Diffie-Hell-

man (DH) and Rivest–Shamir–Adleman 

(RSA). In comparison, the same secu-

rity can be provided by ECC algorithms 

using only 256 to 383-bit key size, 

which is much smaller and thus makes 

ECC an enhanced solution (Barker, 

2020). Moreover, ECC is also more 

computationally efficient as DH, re-

flected in the ratio of relative compu-

tation costs of 1:10 for a security level 

of 128-bits. This difference in compu-

tation power required increases at a 

higher rate as the security level based 

on key sizes is increased (Hashem 

Sherif, 2016).  

Floyalty uses the elliptic curve 

secp256k1 which is also used in Bitcoin 

and defined in Standards for Efficient 

Cryptography (SEC) (Certicom 

Research, 2010), because it has proven 

to be robust and reliable, as balances 

of all Bitcoin wallets are publicly 

stored and there were no actual inci-

dents (by now) of violate access due 
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to hacking cypher keys (Berentsen & 

Schär, 2017).  

Due to the above-mentioned motives 

which include smaller key sizes, better 

computational efficiency and greater 

security, ECC was considered as the 

better solution to be applied in Floy-

alty compared to other asymmetric 

cryptographic techniques.  

Every transaction in Floyalty is digitally 

signed using the sender’s private key 

together with the robust Elliptic Curve 

Digital Signature Algorithm (ECDSA), in 

order to ensure the authenticity of the 

sender of transactions to users. EC-

DSA features separate methods for 

signing and verification. Each method 

is an algorithm composed of a few 

arithmetic operations. The signing al-

gorithm uses the private key of the 

sender as for the verification process 

the sender’s public key is used. The 

transaction is first hashed using SHA-

256 and afterwards signed with ECDSA 

(Manel, et al., 2013). 

The Floyalty platform provides full 

ownership and control of private data 

as well as transparency of data 

 
13 https://0chain.net/  

activities to customers, therefore the 

UI automatically generates a key and 

an allocation, then stores the key 

based on the customer’s password, 

consequently only the customer can 

have access to their key and data. This 

key is registered on Floyalty’s block-

chain and the customer actually really 

owns their private data, so they can 

upload, update and delete encrypted 

data, as well as send an AuthToken for 

a preselected data set to a specific re-

tailer of their choice, in order to access 

their data, download and process it, 

while having all corresponding actions 

recorded immutably.  

 

Whenever the retailer uses a customer 

data set, they send a signed transac-

tion with the metadata of the content 

to record this activity on the block-

chain, thus forming a transparent audit 

trail for customers to instantly visual-

ize it and creating trust (Basu, 2020). 

This is achieved by implementing a 

similar architecture and process as 

applied and presented by 0Chain13, 

that is outlined in figure 11 and ex-

plained further in detail as follows. 
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Figure 11 - Customer private data handling on Floyalty platform, according to (Basu, 2020)  

(this diagram was designed using resources from Flaticon.com) 

First the customer’s private data is en-

crypted, uploaded and stored off-

chain (see point 1, figure 11) using eras-

ure coding technology and stripped 

across various servers in order to en-

sure data performance and reliability 

(see point 2, figure 11), e.g. a 10/15 eras-

ure coding, means 10 original data 

blocks go through expansion into 15 

blocks. The 15 blocks are stripped 

across the 15 servers, where every 

server only needs to upload one data 

block. As a result, the original data can 

still be restored from the remaining 10 

servers in case 5 servers are down. 

Data can be uploaded and downloaded 

in parallel to all the 15 servers, result-

ing in tremendous network time sav-

ings. The upload time is now 

dependent on the bandwidth of the 

client rather than the bandwidth of a 

single server on a traditional storage 

platform. When downloading data, the 

client downloads it from all the 15 

servers, but it only needs to wait for 

the first 10 to reconstruct the data. 

This results in a fast and smooth 

download experience.  

By distributing the customer private 

data across servers, a possible hacker 

would need to have the keys of all 

servers to gain access to the data, 

which is statistically impossible as 

servers can be located in different 

buildings and/or separate geographic 

locations, this architecture is essen-

tially impossible to breach besides be-

ing extremely fault tolerant. As the 
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keys are stored on the blockchain, all 

actions are immutably recorded and 

available for forensics, allowing the re-

duction of dispute resolution-, liabil-

ity- and audit costs (0Chain Team, 

2020).  

 

Additionally, the ownership, control 

and privacy of the data remains with 

the customers, thus providing better 

compliance with privacy regulations, 

especially concerning GDPR, which 

places strict limitations on how data is 

stored and saved within the European 

Union. Floyalty therefore provides an 

appropriate solution for the natural in-

terference of blockchain’s immutable 

records and right to erasure (‘right to 

be forgotten’) of the GDPR Art. 17. 

Moreover, since the customer owns 

and controls the data at all times, 

Floyalty shall not be liable anymore. 

Customers provide explicit permis-

sions via signed transactions which 

cannot be disputed since their actions 

are immutably recorded on the block-

chain (Basu, 2020).  

 
14 https://www.nucypher.com/proxy-re-enc-
ryption  

When customers upload their data 

within Floyalty’s customer private data 

storage (off-chain), it will be automat-

ically encrypted using their public key, 

and safely stored following the de-

scription above. By implementing a 

special Proxy Re-Encryption (PRE) 

technique as presented by e.g. Nu-

Cypher14 and also applied in 0Chain, 

the encrypted data can then be safely 

and efficiently shared with each loy-

alty programme provider on an individ-

ual basis (distinct data selections), by 

providing them dedicated AuthTokens 

(see point 3, figure 11) generated from 

corresponding PRE keys for download-

ing, decrypting and processing their 

data (see point 4, figure 11). These 

AuthTokens are stored on the block-

chain, which serves as immutable key 

directory, as the actual private data is 

stored off-chain and the AuthTokens 

are individually tied to the public/pri-

vate keys of the receiving parties 

(0Chain Team, 2020). 
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Figure 12 - Main actors and interactions in a PRE environment (Nunez, 2018) 

PRE (see figure 12) is a special type of 

public-key encryption that permits a 

proxy to transform or re-encrypt data 

from one public key to another, with-

out actually having access to the un-

decrypted data or associated private 

keys. In order to enable this process, 

the proxy must possess a dedicated 

re-encryption key generated by the 

original sender (Delegator) using their 

private key and the public key of the 

receiver (Delegatee) to which decryp-

tion rights are granted. This re-encryp-

tion key can be created and used at 

any time after the original encryption 

of the data (Nunez, 2018). PRE as im-

plemented by NuCypher provides the 

necessary properties, which are 

needed to share customer private data 

with loyalty programme providers in 

Floyalty, which consists of:  

 

Flexible classification of data 

Customers can easily choose to grant 

selected retailers individual access to 

specific parts of their data i.e. due to 

having multiple re-encryption keys la-

belled with different names. 

 

Time (in)dependencies 

PRE does not require a direct interac-

tion between the data producer/owner 

and the final data consumer. As a re-

sult, access can be granted to private 

data of customers any time after they 

originally encrypted and uploaded it to 

Floyalty. Furthermore, time-based 

policies are conceivable as well, allow-

ing the grant of access to data for a 

specified, limited period of time only 

e.g. a customer can decide to grant a 

dedicated retailer access to specific 

data set only for 3 hours when they are 
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visiting the shopping mall (Blockchain 

Partner, 2019). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

 
15 https://pactlang.org/  

3.2.4.  SMART CONTRACT 

TECHNOLOGY 

In order to realise the desired secure 

verified automation on the Floyalty 

platform, smart contracts are broadly 

implemented (see figure 7-9) for e.g. 

the automatic issuance of BLPTs, as 

well as the redemption of rewards, 

customer voting, granting or revoking 

access to customer data, the donation 

of accumulated BLPTs, or the ex-

change between BLPTs and FLTs. 

Therefore, Floyalty makes use of 

Pact15, an open-source, Turing incom-

plete smart contract programming 

language, that was designed from 

scratch in order to tackle the unique 

challenges regarding the development 

of solutions that run on a blockchain.  

Pact was originally introduced 2017 by 

the blockchain project Kadena16, which 

is a hybrid blockchain platform con-

sisting of a public blockchain and a 

permissioned network, that enables 

developers to create a robust and 

high-performant transactional logic, 

executing mission-critical business 

operations quickly and safely (Pact, 

2021). While there is a variety of smart 

contract programming languages 

available to choose from, Pact offers a 

16 https://www.kadena.io/  



 

 

 Blockchain Use Case – Floyalty: Shaping the  
future of customer loyalty | PAGE 55 

unique set of features, providing value 

to the implementation of the Floyalty 

platform, including:  

 

Turing incompleteness 

Turing completeness basically means 

the capability of running any possible 

programme. However, this is consid-

ered a very risky aspect concerning 

smart contracts, as Turing complete 

languages providing object-oriented 

like features, while being powerful 

have shown, that smart contracts 

written in them, are vulnerable to se-

rious bugs (Gramlich, 2020).  

Moreover, an analysation of deployed 

smart contracts on the Ethereum 

blockchain revealed that only 35.3% of 

them used while-loops, for-loops, or 

recursion and therefore concluded 

that Turing incomplete languages are 

valid to be implemented in most use 

cases for smart contract development 

(Jansen, et al., 2019).  

Therefore, limiting a language’s fea-

tures to the point where it is no longer 

Turing complete helps to eliminate 

certain classes of bugs and contrib-

utes to Pact’s design mission of 

providing "only enough" power for 

transactional blockchain solutions, 

while also ensuring the protection of 

its smart contracts, thus significantly 

reducing the presence of any potential 

attack vectors (Harz & Knottenbelt, 

2018).  

Pact's first limitation is that there is no 

infinite looping or recursion. Pact 

senses recursion and instantly fails, 

while looping is also only allowed in 

specific contexts. The primary ad-

vantages are cost savings and im-

proved efficiency. Because of this fea-

ture, some of the most infamous and 

expensive vulnerabilities, that are 

found in other systems, do not exist 

with Pact (Popejoy, 2017). 

 

Human readable 

A Pact’s smart contract is executed di-

rectly on the blockchain and stored as 

an immutable transaction in a human-

readable format, that means that any-

one can publicly verify it, and its struc-

ture makes it easy to read and write, 

which helps in providing complete 

transparency regarding the smart con-

tract’s logic. By making the smart con-

tract code easy to read, the accessi-

bility for non-developers increases, as 

naturally smart contracts are also ap-

plied as core business processes and 

not just simple code, e.g. technical di-

rectors, lawyers, and other business 

professionals, who need to read, re-

view, and verify the intent and 
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execution of smart contracts, are in-

cluded in the process (Chen, 2019). 

 

 

Upgradable contracts 

Smart contracts written in Pact can be 

updated, changed, or fixed through a 

specific update mechanism in order to 

announce new versions of a smart 

contract, thus allowing developers to 

revise and improve smart contracts 

over time and offer new features or fix 

bugs, as the development of the smart 

contract continues. To this extent this 

is not possible with other smart con-

tract languages and it is considered a 

powerful, feature when building im-

pactful applications on the Floyalty 

platform. 

 

Formal Verification 

Pact also provides a comprehensive 

validation tool suite in the context of 

formal verification. Therefore, Pact 

employs Z317, an open-source platform 

built by Microsoft to mathematically 

verify and test code for bugs. Formal 

verification provides a high degree of 

security and eliminates vulnerabilities 

due to human mistakes by ensuring 

that unintended outcomes and effects 

do not occur in Pact smart contracts, 

thus reducing the possible attack vec-

tors for malicious actors to exploit 

within a trustless setting. Hence, for-

mal verification is also applied to pro-

tect mission-critical environments like 

nuclear power plants or air and space 

autopilot systems (Pact, 2021). 

 

 

 

 

 

 

 

 

 

 

 

 
17 https://github.com/Z3Prover  
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This report aimed to present the po-

tential of the dedicated blockchain 

based startup project Floyalty and to 

take on identified present problems 

related to existing and outdated loy-

alty programmes.  Based on the entre-

preneurial Lean Startup and business 

model funnel approach followed, it 

can be concluded that this report pre-

pares and documents a proper starting 

point for a possible realisation of Floy-

alty. Especially the problem, customer 

and solution assumptions met require 

further appropriate validation activi-

ties and iterations. However, from ex-

isting resources investigated the prob-

lems on both sides, consumers and 

loyalty programme providers seem to 

be evident, and the presented Floyalty 

solution potentially may function as 

the longed-for pain reliever at scale.  

Although the basic idea of using block-

chain technology within the loyalty 

space itself might not be completely 

novel and even if there are already a 

few projects and companies around 

the globe that are trying to solve sim-

ilar problems, Floyalty takes on a novel 

approach in its presented conceptual 

architecture by smartly combining ex-

isting and successful state-of-the-art 

elements of diverse blockchain based 

projects and solutions and put them 

into the fresh context of an unprece-

dented loyalty platform. Especially the 

unique approach for fostering cus-

tomer empowerment through a dedi-

cated voting engine as well as giving 

the customer full ownership and con-

trol of their private data, shared along 

with transparency of related data ac-

tivities and the superb secure verified 

automation through the application of 

smart contracts together with dona-

tion opportunities for customers in a 

trustless environment are certainly 

worth mentioning. 

 

According to the existing research pre-

sented, it seems to be obvious that 

loyalty programme providers need to 

start reshaping their programmes 

sooner than later in order to be well 

positioned for the future and that 

novel customer-centric approaches 

are definitely needed to reimagine 

customer experience and meet their 

retention goals, thus guaranteeing the 

aimed for success. In that sense Floy-

alty could provide the infrastructure 

needed and may take up the role of 

the “modifying overtaker”, especially 

due to its innovative character the po-

tential might be huge, as blockchain 

technologies today are more mature 

and the timing may finally be right. By 

following a rigorous scientific and 

structured Lean Startup and business 

model funnel approach in the possible 

implementation process, it can rapidly 
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be discovered if the presented project 

and its proposed business model may 

be viable, aiming to reduce market 

risks and failures as soon and as good 

as possible. 
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