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ABSTRACT 
 
 
From its early history, the banking industry acted as an intermediary 
to conduct financial transactions. However, initiatives attempting to 
disrupt the traditional economic and banking models are progressing 
fast, with their essence being Bitcoin and its underlying network, 
blockchain. Blockchain is simply an ordered, decentralized, 
immutable ledger that allows recording of transactions in a (possibly 
public) network. Blockchain relies on a peer-to-peer communication 
network and eliminates the need for third parties.  
 
While current blockchain business models still exhibit significant 
limitations on scalability and governance, what is not in doubt is that 
as the technology advances, the need for intermediaries will decline. 
Banks, currently paid to facilitate trust, will increasingly have to 
prove their value if they do not want to be replaced by an immutable 
ledger.  
 
The subject of money and investment is a very personal issue to 
customers, so while they often want banking services to be modern 
and responsive, they also want to be assured that their investments 
and information are safe. This trust that customers still have in their 
bank to protect their assets and data is a substantial competitive 
advantage in an increasingly digital and information-driven economy. 
Against the growing landscape of Fintechs, the challenge for the 
banks is how to use this edge to create win-win propositions that 
benefit both shareholders and customers while never undermining 
the trust that placed them in this privileged position.    
This thesis aims to study the possible impacts of blockchain in the 
private banking industry in Singapore. The paper considers the 
following questions: what does it take for a bank to succeed in this 
new technological age? How can banks preserve this need for trust 
and transform it into a workable business model?   
 
The paper also proposes tactical and strategic blockchain 
implementation paths for a local private bank. Some technological 
challenges - both from this still-evolving blockchain platform and the 
existing legacy systems - need to be solved for an efficient 
implementation in the banking sector. 
 
 
Keywords:  blockchain; implication; private banking industry; wealth  

management; financial industry; Singapore 
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Banking is one of the most 
pioneering industries in the 
world. Banking began in 2,000 
BC with merchants granting 
loans to farmers and traders 
while transporting goods 
between cities. The banking 
industry has since evolved from 
a simplistic barter system and 
gift economies to a modern, 
complex, globalized, 
technology-driven, and 
internet-based electronic 
banking model.  
 
These advances in banking 
models mostly owe their 
existence to the increasing 
sophistication in technology. 
Technology has enabled the 
development of complex 
products, better market 
infrastructure, implementation 
of reliable techniques for 
control of risks, and helped 
these financial intermediaries 
reach distant and diversified 
markets.  
  
Today, banks are connected 
through technological networks 
such as SWIFT for information 
flow. The internet has also 
become an essential medium 
for delivering banking products 
and services directly to their 
clients and allowed banks to 
increase in size and geographic 
spread dramatically. Today's 
banking industry is a result of a 
long history defined by 
 
technological innovations and 
entrepreneurship.  
  
 
 
 

Banking and Trust 
From its early history, the 
banking industry acted as an 
intermediary to conduct 
financial transactions. Banks 
have been providing the trust 
required for the flow of funds 
and investment products. 
Although the past financial 
crises have negatively impacted 
the public's opinion of banks 
and how they are run and 
managed, the banks that 
survived still enjoy long-term 
loyalty and trust.  
  
The subject of money and 
investment is a very personal 
issue to customers, so while 
they often want banking 
services to be modern and 
responsive, they also want to 
be assured that their 
investments and information 
are safe. This trust that 
customers still have in their 
bank to protect their assets 
and data is a substantial 
competitive advantage in an 
increasingly digital and 
information-driven economy. 
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Private Banking 
Wealth Management (or Private 
Banking) is widely believed to 
have been started a century 
ago by well-established 
financial institutions to 
segregate their regular financial 
customers from the wealthy, 
private ones. Wealth 
Management is a proposition 
relying on highly individualized 
service, where clients pay for 
solutions and advice specific to 
their investment goals, 
financial needs, and attitudes 
to risk. Over time, Wealth 
Management service has 
become a core offering of most 
commercial banks, primarily to 
attract and retain their 
profitable retail customers.  
  
Most of these high net-worth 
individuals (HNWIs) pursue 
wealth for security and 
stability; hence having a 
trustworthy custodian of their 
investments is of the utmost 
priority. Another reason HNWIs 
subscribe to Wealth 
Management services is to 
access investment expertise to 
secure better returns. HNWIs 
do not use a wealth manager 
purely for practicality, but they 
believe strongly in the value of 
paying experts to do a better 
job than they can on their own.  
  
The perceived value of a wealth 
management service is driven 
by a combination of strong and 
trusted personal relationships 
and stable investment 
performance.  
 
  
 

Cryptocurrency and Blockchain 
The 2008 financial crisis has 
brought one of the riskiest 
investment products of the 
past decade: cryptocurrency. 
Bitcoin, the world's first and 
largest cryptocurrency, was 
invented in 2008 by an 
individual or organization going 
by the pseudonym Satoshi 
Nakamoto. Fed up with the 
modern financial system, 
Satoshi Nakamoto created an 
electronic version of money, 
free from government or 
central bank control. Bitcoin 
solved the problem of double 
spending without relying on 
intermediaries. 
  
One of the essential elements 
of Bitcoin is its underlying 
technology, blockchain. 
Blockchain is simply an 
ordered, decentralized, 
immutable ledger that allows a 
recording of transactions in a 
(possibly public) network. A 
transaction can be any 
information of value that can 
be recorded and shared within 
the network.  
  
The two principal 
characteristics of blockchain 
are decentralization and 
immutability. The records are 
distributed to all the parties 
rather than in a central ledger. 
Blockchain relies on a peer-to-
peer communication network 
and eliminates the need for 
third parties. Once the 
transaction is recorded, it 
cannot be changed. Computers 
in the network verify 
transactions, and once verified, 
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they are added into the "chain" 
and cannot be altered.  
  
A blockchain's value is in the 
transparency of its network: 
participants can establish a 
trusted and immutable record 
of transactions without 
intermediaries. The 
decentralized nature of the 
network is what ensures that 
the transaction record is not 
compromised. Decentralization 
makes a blockchain network 
much less likely to fail, harder 
to attack, and harder for bad 
actors to game the system.  
  
 
Blockchain and Trust 
Since Bitcoin was created, 
many use cases leveraging on 
the blockchain's principles and 
capabilities have since cropped 
up, ranging from the trivial to 
the ambitious, from the 
ubiquitous cryptocurrencies to 
the game-changing applications 
combining blockchain with 
other adjacent technologies, 
such as the Internet of Things 
(IoT).  
  
For now, far too many 
initiatives put blockchain as the 
hero of the story instead of 
showcasing the problem it will 
solve. The supposedly game-
changing initiatives begin with 
the "how" and ride on the hype 
of every emerging technology, 
sounding more and more like 
empty marketing strategies 
rather than an actual 
transformation. 
  
However, what is not in doubt 
is that the need for 

intermediaries will decline 
because of blockchain and 
other emerging technologies. 
Banks, advisors, and other third 
parties currently paid to 
facilitate trust will increasingly 
have to prove their value if they 
do not want to be replaced by 
an immutable ledger.   
  
So, what does it take for a 
bank to succeed in this new 
technological age? If the world 
changes fundamentally and 
banks must retreat to their 
absolute core, trust is their 
only product that would be 
left. So how can banks 
preserve this need for trust and 
transform it into a workable 
business model?  
 
 
 
 
 
 

  



II. IMPLICATIONS OF
BLOCKCHAIN IN
SINGAPORE'S PRIVATE
BANKING INDUSTRY
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A. CURRENT 
LANDSCAPE 
 
Three decades ago, scientists 
Stuart Haber and W. Scott 
Stornetta envisioned what we 
know now as the blockchain. It 
took seventeen years for 
Bitcoin, the first application of 
blockchain, to be 
conceptualized. Bitcoin 
presented an alternative to 
central bank-controlled fiat 
money, proving that a transfer 
of value can be done 
electronically between 
trustless peers without a need 
for an intermediary. Blockchain 
represents the ideal of a free 
and independent internet of 
value without any centralized 
power governing it. 
 
Despite the considerable 
interest that surrounded the 
technology, a study in 2018 
revealed that an estimated 
92%1 of blockchain projects 
failed to deliver their stated 
goals, primarily due to a lack of 
technical know-how or from 
deliberate or unintentional 
fraudulent tactics. Some of the 
few who succeeded have 
experienced massive losses, 
implying that there is probably 
no benefit to being ahead. 
Hashtag Capital's February 2019 
report2 counted 634 
blockchain-related companies 
incorporated in Singapore. 
However, the current 
information3 from The Grid 
counts only 545 of such 
companies in Singapore today. 
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Though vestiges of 
apprehension and doubts 
remain, PWC's 2020 blockchain 
ecosystem survey highlighted a 
renewed optimism for the 
growth of blockchain globally 
and in Singapore. One of the 
survey's key findings is that 
more and more organizations 
across different industries in 
Singapore have committed to 
including blockchain in their 
strategic digital plan. The 
survey is an input to the 
Singapore Blockchain 
Ecosystem Report 20204, 
repeating that the local 
blockchain ecosystem has 
seen strong growth since 2019 
despite the challenges that the 
global COVID-19 pandemic has 
created.  
 
Much of this growth is 
traceable to industry 
consortiums formed by finance, 
technology, and software 
companies to examine the use 
of blockchain for cross-border 
payments and asset 
securitization. A new category, 
Decentralised Finance (DeFi), 
was added to the 2020 
Singapore Blockchain 
Landscape Map5 to record the 
more advanced and complex 
blockchain use cases being 
explored by the financial 
industry.   
 
The report also concludes that 
research relating to blockchain 
appears to be thriving in both 
quantity and quality. The report 
quotes the SciVal Field-
Weighted Citation Index, which 
provides access to institutions 
and nations' research 

performance worldwide, 
declaring that Singapore has 
produced the highest number 
of research publications on 
blockchain in the ASEAN region 
and the third-highest in the 
world. Scholarly efforts are 
critical in raising technology 
awareness, catalysing early 
adoption, and in capability 
building. 
 
Many of the business leaders 
interviewed for that report 
acknowledged regulatory clarity 
as the critical factor in 
determining their decision to 
establish their blockchain 
activities in Singapore. While 
other countries have banned 
these technologies due to their 
initial design flaws, frauds, 
inherent risk, and excessive 
speculation, Singapore 
approached it with pragmatic 
caution.  
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1. REGULATORY 
 
In 2016, seven years after 
Bitcoin launched, the Monetary 
Authority of Singapore (MAS) 
published a regulatory sandbox 
guideline for FinTech 
experiments6. The regulatory 
sandbox provides a safe space 
for financial institutions to 
experiment and test new 
technologies without 
potentially affecting their main 
operations or customers, even 
if the project fails. The legal 
and regulatory requirements 
are relaxed for a specific period 
to encourage firms, FinTechs, 
and RegTechs to test 
innovative financial products 
without worrying about 
violating regulations. 
 
MAS is Singapore's integrated 
regulator and supervisor of the 
financial services sector. It 
supervises and regulates banks 
and their operations. Its 
mission is "to promote 
sustained non-inflationary 
economic growth, and a sound 
and progressive financial 
centre."7 Its focus on stability 
and innovation is aligned with 
the Singapore government's 
commitment to establishing 
the country as a financial hub 
and a "Smart Nation." 
Singapore's proactive 
government support and well-
aligned regulatory framework 
have made it a favourable 
environment for the emerging 
blockchain technology. 
 
Risk is the bloodline of the 
financial sector. MAS 

understands that the 
regulatory challenge is not to 
eliminate or curtail risk but to 
ensure the suitability of the 
risk to the investor. In the late 
1990s, recognizing the 
increasing variation and 
complexity of both investment 
products and investors, 
Singapore shifted to a 
disclosure-based financial 
regulatory regime. The focus is 
on making sure that investors 
have access to information to 
take responsibility for their 
own decisions. Banks were 
made responsible for assessing 
their clients' investment 
profiles and needs. MAS's role 
shifted to facilitating informed 
decision-making and protecting 
investors who have been taken 
advantage of.   
 
This approach to not micro-
manage and not restrict the 
market's dynamism has 
promoted innovation and 
constructive development. On 
top of that, in 2015, MAS 
established the Fintech and 
Innovation Group responsible 
for "regulatory policies and 
development strategies to 
facilitate the use of technology 
and innovation to better 
manage risks, enhance 
efficiency, and strengthen 
competitiveness in the financial 
sector."8 
 
Cryptocurrencies, ICOs, and any 
other type of digital tokens in 
itself are not regulated in 
Singapore, but the 
characterization and the 
activities surrounding such 
assets determine whether they 
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would be regulated under 
securities or other legislation. 
How they are eventually 
categorized is very significant, 
as there are extensive laws and 
regulations governing 
securities.  
 
The Securities and Futures Act9 
(SFA) applies to digital tokens 
that resemble SFA's securities 
definition. Under the SFA, 
issuers are required to submit 
a prospectus to MAS, 
exchanges are required to 
obtain the requisite approvals 
or licenses to set up and 
operate, and any other person 
trading on behalf of another 
will require a license.  
 
Another clear risk that MAS is 
addressing is money 
laundering. In January 2020, 
the Payment Services Act10 
(PSA) came into force. It is the 
first law in Singapore to 
provide a legal definition for 
cryptocurrencies and a 
licensing framework for 
cryptocurrency businesses. In 
August of that same year, MAS 
published an informational 
paper on how to build a 
compliance program to keep 
payment services in line with 
the PSA. 
 
The PSA imposes Know Your 
Client (KYC), Anti-Money 
Laundering (AML), and 
Countering the Financing of 
Terrorism (CFT) requirements 
on the intermediaries that buy, 
sell, or exchange digital tokens. 
Singapore's PSA is broadly 
aligned with Europe's 5AMLD 
and follows the guidelines 

proposed by the Financial 
Action Task Force, a global 
anti-money laundering agency. 
The critical difference from 
Europe's 5AMLD is that the PSA 
focuses only on payment 
providers instead of 5AMLD's 
more expansive scope of any 
entity dealing with 
cryptocurrencies. 
 
The recent update by the 
Inland Revenue Authority of 
Singapore (IRAS) applies the 
same treatment of Goods and 
Services Tax (GST)11 to digital 
tokens as if they are fiat. 
Businesses accepting 
cryptocurrencies as payments 
for goods and services are 
subject to the existing income 
tax rules, just as they would be 
if paid in fiat. The profit derived 
from the buy and sell of 
cryptocurrencies is considered 
revenue, and entities engaging 
in cryptocurrency trading are 
taxed. Capital gains are not 
taxed in Singapore, so capital 
gains from cryptocurrencies are 
not subject to tax. 
 
There are currently no 
regulations for retail investors 
concerning cryptocurrencies. 
Nonetheless, MAS has advised 
the public to "act with extreme 
caution and understand the 
significant risks they take on if 
they choose to invest in 
cryptocurrencies.12"  
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2. WEALTH 
MANAGEMENT 
 
In early 2020, governments 
worldwide announced 
lockdown rules to decelerate 
the spread of COVID-19. The 
lengthy lockdown resulted in a 
slowdown of the global 
economy and the crashing of 
stock markets. The lockdown, 
which is still in place in most 
parts of the world, is predicted 
to cause further substantial 
economic collateral damage.  
 
Traditionally crisis-safe 
commodities such as gold, 
silver, and crude oil dropped to 
all-time lows. In such 
scenarios, investors usually 
hold on to cash, but being 
cash-rich at this time when 
major economies are devaluing 
their currencies is not an 
option. To mitigate the global 
COVID-19 pandemic's economic 
impact, central banks and 
governments implemented 
quantitative easing and fiscal 
stimulus, flooding their 
economies with cash and 
dropping interest rates to 
almost zero. 
 
Meanwhile, Bitcoin had risen 
more than 270 percent since 
its 12-month low in early 2020. 
When Bitcoin's price similarly 
skyrocketed in 2017, wealthy 
investors stayed on the 
sidelines, as influencers from 
mainstream finance compared 
its rise to the tulip mania 
during the Dutch Golden Age 
and denounced its utility as a 
money-laundering device in the 

digital underworld. However, 
the global pandemic seems to 
have changed this perception.  
 
Indeed, some investors, 
FinTechs, and venture capital 
funds are beginning to make a 
sustained commitment to 
cryptocurrency, looking at it as 
the future of money. 
Cryptocurrencies' high growth 
and low correlation to 
traditional assets, their 
independence of market, 
borders, and country systemic 
risks, makes them attractive as 
alternative investments 
regardless of investors' belief in 
the underlying technology.  
 
Singapore-based DBS, the 
largest bank in Southeast Asia, 
launched its digital exchange in 
December 2020. The DBS 
Digital Exchange offers 
cryptocurrency trading and is 
integrated with an 
institutional-grade digital 
custody service for crypto 
assets. However, unlike other 
crypto-native exchanges that 
primarily serve retail 
customers, the DBS Digital 
Exchange is limited to 
institutional investors and 
accredited investors through its 
brokerage and Wealth 
Management arms. 
 
Outside of Singapore, Bordier & 
Cie, a Swiss private bank, 
recently joined the digital 
assets community, offering 
holding and trading services 
with some top 
cryptocurrencies. Morgan 
Stanley and Goldman Sachs 
announced in April 2021 that 



 

The Implications of Blockchain Technology in  
Singapore’s Private Banking Industry | PAGE 14 

they would soon offer 
cryptocurrency exposure to 
their wealthy clients. Donner & 
Reuschel, a 222-year-old 
German private bank, also 
announced adding digital 
currency purchasing and 
custody to its services soon. 
 
Some private banks have been 
aware of the opportunities for 
some time. Swiss private banks 
Falcon and Vontobel have 
introduced transfer and 
custody solutions since 
January 2019. Julius Baer 
followed suit with a 
partnership with fintech firm 
SEBA CRYPTO in February 2019, 
offering storage, transaction, 
and investment solutions for 
crypto assets. 
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3. FINANCIAL 
INDUSTRY 
 
Given the potential of 
blockchain to disrupt the 
finance industry, the banking 
sector is one of the first few in 
Singapore to explore the 
technology. However, due to 
the high investment required, 
current experiments and 
innovations on blockchain are 
done by partnerships between 
existing heavy-weight players.  
 
In Singapore, a collaborative 
project by the country's 
financial services industry, 
Project Ubin13, explores 
blockchain for the clearing and 
settlement of payments and 
securities. The participants 
include the Monetary Authority 
of Singapore (MAS), the 
Singapore Exchange (SGX), 
local banks, and global 
blockchain innovators. In 2018, 
its project management 
announced14 that delivery 
versus payment settlement 
finality, inter-ledger 
interoperability, and investor 
protection could be achieved 
through a combination of self-
enforcing smart contracts and 
other blockchain technologies. 
In the current phase of Project 
Ubin, MAS, Bank of Canada 
(BOC), and the Bank of England 
are collaborating to develop 
possible technical blockchain 
solutions for cross-border, 
cross-currency payments15. 
 
Most blockchain use cases in 
the finance industry are 
researched and piloted by big 

banks. In partnership with 
Contour, DBS completed a 
project providing a fully digital 
end-to-end Letter of Credit 
(LC) settlement process16. The 
initiative collaborates with 
other global banks to put LCs 
on a distributed ledger to 
provide a real-time status 
update at each transaction 
stage and reduce trade 
document processing time by 
90%.  
 
In October 2020, DBS and 
Standard Chartered Bank 
announced17 joint leadership in 
a blockchain initiative to 
extricate fraud in trade finance. 
The objective is to create a 
harmonized record of trade 
transactions that are financed 
across lenders in Singapore. 
The new Trade Finance Registry 
(TFR) taps on blockchain 
technology for multiple lenders 
to work together to overcome 
the industry issue of duplicate 
financing more effectively.  
 
Xfers, a Major Payment 
Institution (MPI), was granted a 
license by the MAS for e-
money issuance and 
announced in October 202018 
the release of XSGD - a 
Singapore dollar stablecoin. 
Each XSGD is fully backed one-
for-one by SGD bank deposits. 
Xfers can mint any amount of 
XSGD tokens as long as it is 
fully backed by money in 
segregated accounts kept in 
regulated MAS-approved banks.  
 
Another area showing 
significant growth is crypto 
assets. More and more well-
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established capital market 
players are looking into 
tokenizing securities such as 
bonds and private equities. In 
September 2020, the Singapore 
Exchange (SGX) issued its first 
digital bond19, Asia's first 
syndicated public, corporate 
bond, signaling the first step 
towards broader use of smart 
contracts and blockchain for 
the Asian bond market. 
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B. CHALLENGES 
 
Blockchain is recognized by 
many as a transformative 
technology with the ability to 
improve returns and disrupt 
business models. If blockchain 
does indeed hold so much 
transformative potential, what 
is delaying blockchain's 
widescale adoption across 
industries? 
 
Gartner's 2019 "Hype Cycle for 
Blockchain Technologies" 
report20 states that blockchain 
technologies have not yet 
moved beyond the hype, and 
most enterprise blockchain 
projects have not progressed 
beyond experimentation mode. 
The report infers that 
blockchain is sliding into what 
it calls the "Trough of 
Disillusionment," a phase in 
technical progress and 
markets where interest has 
waned due to early 
experiments failing to deliver 
their projected goals. 
 
The report gathers that the 
significant barriers to 
enterprise blockchain adoption 
have mostly to do with the 
technical immaturity in 
blockchain technology. 
Companies face considerable 
difficulties when choosing the 
right platform, smart contract 
language, system interfaces, 
and suitable consensus 
algorithms. 
 
Deloitte published a study21 in 
2018 outlining the five 
essential development areas 

for blockchain: (1) time-
consuming operations; (2) lack 
of technical standardization; 
(3) high costs and complexity 
of blockchain applications; (4) 
regulatory uncertainty; and (5) 
lack of collaboration. 
 
 
Time-consuming operations 
Scalability remains the 
bottleneck to blockchain 
adoption and practical 
applications. The existing 
transaction networks are 
known for their ability to 
process thousands of 
transactions per second. VISA 
claims that it can handle 
24,000 transactions per 
second22, while Bitcoin can 
permit up to 7,  a massive 
3,500 times behind the 
traditional network. Bitcoin 
Satoshi Vision (Bitcoin SV) at 
9,00023 currently has the 
highest transaction rate per 
second among all the 
cryptocurrencies today.  
 
 
Lack of technical 
standardization 
The lack of standardization is 
another major obstacle for 
blockchain on the path to 
widespread adoption. Deloitte 
counted over 6,500 active 
blockchain projects on GitHub, 
many of them based on 
different protocols, consensus, 
privacy measures, and coding 
languages.  
 
Standardization is crucial for 
initiatives to be able to 
collaborate on application 
development and solutions, 
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and it is also needed to 
integrate into the existing 
traditional systems. For 
blockchain to be deployed and 
for value to be achieved in an 
industry setting, it must 
integrate seamlessly into 
legacy systems, operations, and 
behaviours.  
 
 
High costs and complexity 
Deloitte also highlights the 
fact that blockchain 
technologies are expensive and 
complicated. The technology 
must become invisible. 
Blockchain projects that 
successfully launched have 
little chance of reaching their 
full potential if user 
convenience is not addressed. 
End-consumers need to see 
blockchain platforms as 
accessible, inclusive, intuitive, 
and approachable.   
 
This could be because the 
technology is still nascent and 
hence naturally not optimized 
for the user experience. 
Joseph Lubin, Ethereum co-
founder and CEO of 
ConsenSys, explained this well 
in his interview with Forbes24: 
"Phase zero and phase one are 
not driven by user or developer 
experience. It's a bunch of 
incredibly smart people solving 
very deep, distributed 
computing issues. Phase two is 
very much driven by developer 
experience. …(Developers) that 
build products and services, 
…(for) actual customers, 
whether they're enterprise or 
government or bank or central 
bank customers, or whether 

they're game players or people 
working on journalism 
platforms or music platforms." 
 
 
Regulatory involvement 
Deloitte also highlighted the 
importance of regulatory 
involvement. The importance of 
innovation-friendly regulation 
will be crucial in giving 
enterprises and their 
customers the confidence to 
interact on blockchain-based 
platforms.  
 
 
Lack of collaboration 
No one benefits from 
implementing blockchain alone. 
The technology's core benefits 
are only realized by 
collaborating with other parties 
in the ecosystem or forming 
new cross-industry 
partnerships. For a blockchain 
project to truly succeed, a 
network first needs to be 
formed to execute a shared 
vision of change. This network 
will provide the critical mass 
required for any use case to be 
feasible and be materially 
beneficial.   
 
However, blockchain as we 
know it was born out of the 
emergence of bitcoin to 
exchange value within a closed 
community. It is elitist by its 
very nature, and it is no 
surprise that a significant 
hurdle to cross in blockchain's 
path to mass adoption is 
collaboration. The technology 
demands for data, although 
encrypted, to be in every 
machine of a public network. 
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This is a genuine concern for 
businesses whose bloodline 
relies on data security and 
privacy. 
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C. SOLUTIONS 
 
The following developments in 
the blockchain space aim to 
answer the challenges 
highlighted: 
 
Transaction Speed and 
Scalability 
The most urgent problem 
facing blockchain platforms 
today is the lack of scalability, 
the ability to handle a large 
number of transactions as the 
network grows. New platforms 
like Zilliqa work on consensus 
mechanisms that strive to 
improve transaction speeds in 
blockchain networks to 
become close to traditional 
transaction networks' 
processing volumes and 
speeds. Once this hurdle is 
resolved, cryptocurrencies as a 
true means of exchange 
become possible.  
 
Blockchain's low cost of 
payments coupled with the 
emerging Internet of Things 
(IoT) will also enable new ways 
of payments and accounting, 
particularly between machines. 
Deloitte expects that this will 
allow blockchain technology to 
be considered for "large-scale 
applications." 
 
Blockchain Interoperability  
Blockchain was created as a 
decentralized technology, but 
current blockchain networks 
are not open and cannot 
communicate with each other. 
The consequence is a 
fragmented landscape, a series 
of unconnected blockchain 

ecosystems operating in 
parallel and independent of 
each other, hindering the 
exchange of value within and 
across industries.  
 
Interoperability means that 
these isolated blockchain 
systems can communicate 
easily with each other, without 
the need for an intermediary 
and without restrictions.  
 
Several interoperability projects 
are in the works to facilitate 
interaction between private 
networks and/or between 
private networks and public 
blockchains. HyperLedger Besu 
is working towards future 
integration of Hyperledger and 
Ethereum codebases and 
standardization on smart 
contract languages. Other 
trending projects are Chainlink, 
Cosmos, Hybrix, Polkadot, 
Wanchain, Aion, Ark, ICON, 
Transledger, and Overledger. 
 
Interoperability solutions will 
be a crucial step in persuading 
networks that the seamless 
exchange of data is a 
requirement to the widespread 
acceptance of the technology 
and the success of the global 
ecosystem. 
 
Smart Contract Portability and 
Cross-Chain Functionality  
Related to the issue of 
blockchain interoperability is 
the issue of smart contract 
portability. Currently, smart 
contracts developed for one 
blockchain platform cannot run 
on another, thus preventing 
tokens or smart contracts from 
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leaving the scope of the initial 
blockchain platform.  
 
However, that is changing with 
several smart contract 
solutions. Truffle runs on 
Ethereum or Hyperledger; 
DAML works across 
Hyperledger Sawtooth, 
Hyperledger Fabric, VMWare, 
Amazon Aurora, R3's Corda, 
and AWS' QLDB. 
 
 
Data Privacy and Key 
Management 
Blockchain technology calls for 
data to be shared to possibly 
an adversarial audience in a 
public network. While this is a 
significant concern for 
businesses, extensive data 
collaboration is needed to 
advance. There are strict laws 
and regulations to prevent 
unauthorized capture and flow 
of sensitive data, but such 
rules do not protect data from 
cyber-attacks and thefts.  
 
 
For the required collaboration 
to start, the key is to find a 
way to share and compute 
information without revealing 
it.  
 
Secure Multiparty Computation 
(SMPC) addresses this 
significant problem by using 
mathematical algorithms to 
ensure that the exposed data is 
meaningless on its own. It 
allows the joint analysis of data 
without sharing the complete 
data. SMPC is a cryptographic 
protocol that distributes 
computational processes 

across multiple entities, where 
no single party can view others' 
data.  
 
In blockchain transactions, 
SMPC can secure private keys 
and sign transactions using key 
shares held by multiple signers. 
Keys are split into multiple 
shares from the moment it is 
created to when it is used. 
SMPC eliminates the need for 
dedicated hardware and the 
complexity and cost of multi-
signature wallets.  
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D. OUTLOOK 
AND ROADMAP 
 
The reason for blockchain's 
slow adoption is that it simply 
takes time. As society 
increasingly becomes hyper-
connected, the expectation on 
delivery and speed also 
increases; any slight delay is 
unacceptable. This has 
distorted people's view of the 
practical realities of 
technological adoption. 
Blockchain is a foundational25 
technology holding the 
potential to create new 
economic and social models. 
Typical of revolutionary 
technology is that they always 
begin as general theoretical 
solutions, searching for specific 
problems they are best-suited 
to solve. Blockchain initiatives 
will require time to fine-tune 
the complexities of this 
technology before finding their 
unique problem-solution fit. An 
extensive amount of 
infrastructure must be built, 
and the network effect must 
accumulate before the end-
product becomes worthwhile.  
 
Another hurdle in the path to 
mass adoption is that our 
current mental paradigms limit 
our ability to envision the 
future applications of new 
technologies. Barry Diller, 
Chairman of Expedia today, 
warned against using the past 
as a model for the future, 
specifically when thinking 
about and creating products 
using innovative technologies. 

As the blockchain technology 
matures, more and more 
companies will offer new 
solutions to address mass 
adoption. Blockchain networks 
will compete in terms of cost 
and speed of settlement. The 
intelligence and confidence of 
investors will increase; their 
investing values will change.  
 
Nevertheless, the average 
consumer will still need a layer 
of protection. They will need a 
set of rules and a regulatory 
body to complain when things 
go wrong. The more layers 
added to the safety net for 
consumers, the more confident 
new investors will be. 
Singapore's blockchain 
regulation will have to put 
more weight on investor 
protection.   
 
Further down the road, the 
focus will shift to the human 
side of the technology. The 
trust deficit will slowly resolve, 
and the regulators' role will 
also change from being guide 
dogs to watchdogs. Instead of 
monitoring each transaction, 
regulators will focus on 
ensuring the independence of 
the blockchain network and the 
impartiality of its rules. Policies 
and regulations will require 
collaboration between 
regulators across the world.     
 
Blockchain use cases have 
emerged across various 
industry verticals: from cross-
border payments to intellectual 
property rights to educational 
qualifications and charities. 
Some of these experiments will 
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succeed, some will fail, but we 
would do well to remember the 
state of the internet in 199526: 
"too slow, too cumbersome, 
too costly to ever be useable 
by businesses, educators, and 
ordinary consumers." Fast 
forward to 25 years later, 
where access to the internet is 
a basic need.  
 
 
 
 
 
 
 
 
 

 
  



III. BUSINESS CASE:
IMPLEMENTING
BLOCKCHAIN IN A
LOCAL PRIVATE BANK
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A. PROBLEM FIT 
AND SOLUTIONS 
 
Crypto assets and their 
underlying blockchain 
technology allow investors to 
be their own bank and trade 
without the need for central 
intermediaries. That is a 
compelling value proposition, 
but as they say, with great 
power comes great 
responsibility. Being one's own 
bank comes with many risks. 
Self-custody means assuming 
full responsibility for the 
safekeeping and integrity of 
one's own crypto assets, 
meaning the investor must be 
in a position to protect them 
from operational, physical, 
cyber threats, and social 
engineering attacks.  
 
In the first half of 2020, 
CipherTrace reported that $1.36 
billion27 bitcoins had been 
stolen by fraudsters, malicious 
hackers, and thieves, on top of 
2019's record $4.5 billion and 
2018's $1.7 billion. Cane Island 
Digital Research estimates that 
4%28 of bitcoins are 
"irretrievably lost" each year 
because of lost keys, wrong 
transfers, or the owner dies 
without passing the private 
keys.  
 
A private key is a well-formed 
combination of characters 
meant to be kept a secret. One 
private key can generate 
several public keys. Using a 
combination of public and 
private keys, a crypto asset 

holder can receive (via a public 
key address) and spend (via a 
signature from the private key). 
 
The increasing sophistication of 
criminals involved in cyber 
theft means that investors with 
significant holdings or high 
activity levels are better off 
pursuing highly secure custody 
solutions. Just because 
blockchain does not need 
intermediaries does not mean 
its users will not need one. 
Individual investors need a 
simple integrated solution by a 
provider they already trust.  
 
It is not enough for a third-
party custody solution to have 
the most secure vaulting and 
cryptographic hardware. There 
should also be strong 
governance, controls, and 
monitoring in place. Banks can 
offer this level of crypto 
security and safety and the 
most robust level of 
organizational governance. 
Banks can also leverage on 
their existing multiple storage 
locations and geographically 
distributed backup sites. 
 
While current crypto services 
are far from integrating 
traditional assets into their 
offering, it does not take much 
for banks to integrate 
cryptocurrencies into their 
portfolio. Only banks have the 
chance to provide complete, 
seamless wealth management 
solutions. Moreover, only banks 
now have the skills required to 
set up complex yet high-value-
added customer-centric 
services. 
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Cryptocurrencies can also help 
private banks boost their 
competitiveness in today's 
increasingly digital business 
environment. The bank that 
first joins the digital asset 
community gains a first-mover 
advantage and wins the wide 
margins that come with any 
differentiated and profitable 
offering. 
 
To traditional banks, 
specifically private banks, 
blockchain and crypto assets' 
immense potential remains 
largely unexploited due to the 
cost of keeping up with the 
technology's still-evolving 
nature. There is a lack of easy, 
well-integrated solutions that 
could absorb these challenges 
and work seamlessly with the 
banks' existing systems. 
 
Blockchain systems do not 
need to replace the legacy 
system entirely but rather build 
on top of it incrementally. Due 
to a lack of precedence, 
implementing a blockchain-
based settlement solution will 
be a challenge. The bank could 
consider following a phased 
approach in their blockchain 
strategy: 
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1. SOLUTION #1: 
CRYPTO ASSETS AS 
A COMPLEMENT TO 
EXISTING 
PORTFOLIO 
 
Private banks could take the 
first signal from their existing 
clients who have already 
traded cryptocurrencies on 
retail-based digital exchanges 
and, due to the skyrocketing 
market value, now need to 
secure their crypto holdings. 
These clients may request their 
banks to provide services to 
store, maintain, and protect 
their cryptocurrency assets. 
 
 
Custody Services 
Investors need a reliable 
custodian service. Banks have 
the competitive advantage to 
provide this solution - a 
modern, digital version of the 
traditional safe deposit boxes. 
Banks can leverage on the high 
levels of cyber protection that 
are already in place to 
safeguard their clients' 
financial holdings and records.  
The most secure custody 
option is offline, cold storage 
(also called "air-gapped") 
solution; the private keys are 
stored in physical devices not 
linked to the internet. That 
means physically connecting 
the device every time a new 
transaction comes. Offline 
solutions are generally slower 
to execute upon customer 
instructions, but this solution 

design significantly lowers the 
risk of unauthorized transfers 
through physical security and 
role-based control over key 
access. Therefore, the custody 
service should first be offered 
for long-term investing rather 
than trend trading until a 
wallet management system can 
be implemented. 
 
Offering a simple, intuitive, and 
customer-centric inward and 
outward transfer process will 
encourage investors to transfer 
their crypto holdings to the 
bank. This service can be 
included in the bank's existing 
internet banking functionality 
to allow clients to self-help 
beyond regular banking hours.  
 
Banks also need to protect 
themselves and their clients 
against the risks that this fast-
developing sector and 
technology can bring. Private 
banks can start by offering 
such services only to their 
clients with aggressive risk 
profiles, gradually expanding 
them to more balanced profiles 
when an internal governance 
and risk management 
framework have been 
established.  
 
Some cryptocurrency offerings 
have been associated with 
illicit trade and criminal 
activities. Due diligence is 
needed on the inward 
transfers, and banks need to 
include this check as a critical 
part of their custodial service 
chain. A strong control and 
compliance framework will 
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build the investors' trust and 
address regulatory concerns. 
 
Private banks could provide 
further service in the 
monitoring of developments, 
characteristics, and risks 
specific to crypto assets, such 
as changes in consensus 
methods that can change 
settlement finality status to 
the investor, soft or hard forks 
with implications on existing 
crypto assets held, or risk of an 
eclipse attack that can allow a 
roll-back of settlement finality. 
Such news can be integrated 
into the regular communique 
sent by the bank to their 
clients. 
Banks can develop a profitable 
business model from the 
custody fees. 
 
 
Trading and Asset Servicing 
When the custody service 
stabilizes, the bank can 
establish a wallet management 
system, allowing clients to hold 
keys in either cold wallets for 
long-term investing, or hot 
wallets or partial custody of 
keys for easier trading access.  
 
Hot wallets, or online storage, 
means the private keys are 
stored in hardware devices 
constantly connected to the 
internet and do not require a 
physical presence to complete 
transactions. Online storage 
solutions mean retrieval of 
private keys for transaction 
signing can be easily 
automated to increase 
transaction speed and liquidity. 
Being connected, however, 

means that they are less 
secure than cold storage, more 
vulnerable to attacks delivered 
through the network, resulting 
in the risk of unauthorized 
transfers or the potential 
compromising of the signing 
keys. 
 
Another possible option is 
partial custody, a combination 
of a self-managed wallet and 
institutional controls or 
protections. This option gives 
investors control of their 
holdings and some level of 
assurance and institutional 
protection from the bank. Two-
factor authentication or other 
identity verifications, and 
multi-signature protocols can 
be added on top of the online 
storage. 
 
With the wallet management in 
place, banks can connect to 
available digital exchanges and 
offer their customers the 
opportunity to invest directly in 
crypto assets, steering them 
toward the offerings that are 
likely to succeed. Although 
there are many cryptocurrency 
trading platforms with very 
competitive fees, private banks 
could easily create simple 
primary placement and 
secondary trading solutions 
that are well integrated into 
their existing securities sales 
processes and internet banking 
services. Private banks could 
leverage on their existing 
control and compliance 
framework, offering regulatory 
assurance as their competitive 
advantage.  
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Cryptocurrency exchanges in 
Singapore need to comply with 
the MAS' anti-money 
laundering and financial 
terrorism measures. Securities 
trading platform iSTOX, backed 
by Singapore Exchange, enables 
multi-asset issuance of 
fractionalized securities such 
as stocks and bonds. The 
popular crypto exchange 
Coinbase is also licensed to 
operate in Singapore under the 
new Payments Services Act 
(PSA) by MAS. Other well-
known exchanges in Singapore 
are Gemini, itBit by Paxos, and 
Binance Singapore. 
 
The private bank should offer 
products on the blockchain 
with a small minimum trading 
unit to encourage customers to 
try crypto assets with little 
investment. Such 
complementary blockchain 
services will allow the clients 
to explore and transfer 
positions into the crypto 
network in small bites and see 
the difference in speed and 
cost compared to traditional 
assets.  
 
Since the transaction fee is 
affected by network capacity, 
transaction size, and market 
forces, it is impossible to pre-
determine the transaction fee 
when the order is placed. 
However, the bank can provide 
a chart showing the historical 
fee data or an online fee 
estimator for its clients. 
 
As an additional service, the 
bank could also send push 
notifications to their clients 

whenever transactions on 
crypto assets are submitted, 
executed, and settled so they 
can independently verify their 
positions and, in the worst-
case, identify loss of assets. 
The bank should leverage on its 
existing customer base for 
transaction scale and build a 
business model on the 
transaction costs. 
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2. SOLUTION #2: 
PAYMENT AND 
SETTLEMENT 
SERVICES ON 
BLOCKCHAIN 
NETWORKS  
 
Banks currently use the SWIFT 
(Society for Worldwide 
Interbank Financial 
Telecommunications) 
messaging network to send and 
receive financial information 
such as payment through 
secured codes.  
 
Blockchain in payments and 
trade settlement will eliminate 
prolonged data validation and 
reconciliation by having one, 
consistent version of truth 
available to all participants at 
any time, consequently 
translating to a faster 
settlement process, without 
counterparty risks and 
custodian costs. Customers 
will be exposed to an 
alternative settlement process 
where an exchange of value 
happens instantly, with 
relatively less risk and almost 
zero cost.  
However, the timeline for this 
implementation could be 
extremely long.  
 
The private bank could first 
test blockchain for intra-bank 

fund transfer between their 
branches across the globe or 
partner with a few other 
smaller private banks to 
conduct proof of concepts on 
the use of blockchain. 
 
Then, a regulated network 
needs to be formed. This new 
network does not need to start 
from scratch. The current 
ecosystem formed by naturally 
competing banks just needs to 
expand their existing 
coopetition business model to 
blockchain. In Singapore, for 
example, three major local 
banks formed a consortium in 
1985 to drive the adoption of 
an electronic payment system 
called NETS29. While sounding 
counterintuitive, a competitive 
cooperation model (coopetition 
in short) will generate new 
value and increase the market 
pie, as this NETS consortium 
has proven.  
 
The potential benefits will 
increase with the size of the 
network, but so will the 
complexity. A regulatory 
representative will have to be 
engaged to lead and manage 
the decisions on protocol 
choices, the setup of industry 
standards, and incentive 
frameworks.   
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B. TECHNOLOGICAL FRAMEWORK

1. KEY CUSTODY 
AND WALLET 
MANAGEMENT 
SYSTEM 
 
Custody from a crypto asset 
perspective is the safekeeping 
of the private key on 
someone's behalf. The most 
significant risk that custodians 
of crypto assets face is losing 
private keys due to hacks. 
Where and how private keys 
are stored is just one factor to 
consider, but equally important 
is knowing where such critical 
information flows, how a user, 
a third-party application, and 
authentication services will 
ultimately interact with these 
data.  
 
The bank needs to decide on 
the key management and the 
signing model, including the 
protections that need to be 
built into the process. Key 
management can be sharding - 
a single private key is split into 
different pieces that must be 
assembled for a transaction to 
execute - or multi-signature - 
there is N number of distinct, 
independent keys in existence, 
as opposed to one single key. 
Institutional-grade custody 
providers tend to rely on a 
multi-signature model since 
sharding poses the potential 
for a single private key to be 
assembled and permanently 

uncovered and exposed. In a 
multi-signature approach, 
some quorum of M keys out of 
the larger set of N is required 
to sign a given transaction. M 
of N model for multi-signature 
follows the best-practice 
security principles by requiring 
a minimum of two actors to 
move through the entire 
system, which reduces the risk 
of being compromised. 
In a traditional sense, asset 
custody also includes asset 
servicing and asset protection. 
Asset protection typically 
includes ensuring settlement 
finality that the client has 
received what he/she has 
exchanged value for. 
Settlement finality means that 
executed transactions will, 
after an agreed timeline, be 
concluded and no longer 
subject to cancellation even if 
the parties to the transaction 
go bankrupt or fail. In the 
context of blockchain 
technology, settlement finality 
is an abstract measure of time 
required for the transaction or 
block to become 
probabilistically immutable. 
Banks as custodians of digital 
assets will require a platform 
that considers these issues 
end-to-end.  
 
Below are some examples of 
institutional-grade custody 
service providers: 
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METACO's SILO 
Established in 2014, METACO's 
SILO platform enables banks 
and financial institutions to 
capitalize on blockchain 
technologies. SILO is a 
patented multi-wallet solution 
that can be deployed on the 
bank's premises or for access 
as a service. It can manage 
multiple accounts in different 
reference currencies and offers 
security protocols such as 
multi-signature and transaction 
flow limits.  
SILO provides hot, warm, and 
cold storage, secure key 
generation and backup 
procedures (including total loss 
and destruction recovery), 
multi-signature approval, and 
real-time tracking of 
transactional information in the 
blockchain network. SILO 
offers a complete technology 
stack for the management of 
cryptocurrencies and tokens30: 
 

• Custodial services with 
robust key management. 

• Allows for secure 
transactions of different 
currencies with 
programmable 
governance. 

• Enables trading of 
cryptocurrencies from 
exchanges and brokers. 

• Helps in tokenization 
with complete lifecycle 
management of asset 
tokens. 

 
METACO's security framework 
enables banks to implement 

their control and risk 
workflows directly into the 
hardware. SILO builds its 
security framework upon the 
Hardware Security Modules 
(HSM) 's secure execution 
environment. This allows the 
end-to-end multi-account 
wallet management system to 
benefit from secure transaction 
processing and policy 
enforcement. SILO also 
imposes deterministic key 
derivation schemes, no-
address-reuse best practices, 
and other confidentiality 
maximizing strategies. 
SILO imposes a minimum 
waiting period before 
transactional information 
scanned from the blockchain is 
validated, broadcasted, and 
mirrored to the bank's core 
banking system. It also imposes 
a white-listing and black-listing 
of incoming coins based on 
external assessment (e.g., chain 
analysis, KYC information) to 
apply KYC/AML rules before 
assets can be utilized. The 
hardware is itself wallet and 
content-aware. It understands 
that an address is related to its 
client or not before the whole 
process of security policies 
starts.  
 
 
CryptoFinance AG 
Crypto Finance AG offers 
blockchain-related services 
such as asset management, 
brokerage, and storage services 
dealing exclusively with crypto 
assets. Their "infrastructure 
allows for highly configurable 
access to the stored digital 
assets with institutional-grade 
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access control rules. The 
private keys never leave the 
hardware security module 
(HSM), and the HSMs right to 
sign a transaction is 
determined through approvals 
from a configurable quorum 
within the financial 
intermediary and executed on 
tamper-proof approval 
terminals. The solution is highly 
adjustable to internal 
processes and roles of financial 
intermediaries, while 
maintaining high security 
behind several layers of 
hardware protection."31 
 
 
 

2. CRYPTO ASSET 
BANKING MODULE 
 
Crypto assets require the core 
banking system have real-time 
capabilities and to be available 
at all times, without downtime, 
to conduct pre-trade checks 
and handle consolidated 
position keeping.  An 
independent module specific to 
handling crypto assets is 
necessary. It should be 
integrated into the core 
banking system at most times, 
yet able to function 
autonomously for the short 
period of time the core banking 
system needs to upgrade.  
Layering blockchain technology 
on top of a bank's existing core 
banking system will allow 
banks to create a new digital 
ecosystem and attain synergy 
from both worlds – the 
strength of the legacy systems 

and the agility of digital 
platforms. Having both will 
empower banks to swiftly 
adapt to changing consumer 
behaviour, accelerate product 
and service innovation, and 
compete on a level footing in 
the new digital banking era. 
As of writing, there is only one 
core banking systems for 
private banks that fully 
integrate blockchain 
capabilities: 
 
 
Avaloq's CryptoHub 
Avaloq32 is a Swiss company 
that develops and provides 
core banking software for 
private banks. Avaloq's 
CryptoHub33 aims to provide 
banks and wealth managers 
with a fully integrated solution 
to manage client portfolios 
across all asset classes, 
including crypto assets.  
 
The CryptoHub solution 
focuses on two significant 
issues:  
 

1. Unifying all the positions 
under one umbrella; and 

2. Ensuring state of the art 
security within an 
industrial process.  

 
CryptoHub is well integrated 
into the Avaloq Banking Suite, 
making transactions with 
crypto assets as simple as 
transactions involving 
traditional assets. The clients' 
positions are displayed in one 
consolidated view with all 
other assets in their portfolio, 
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without any need for a crypto 
wallet or private key 
management.  
Apart from the hardware 
security, perhaps the simplest 
yet one of the most critical 
aspects of its design is the 
intentional separation of 
sensitive client information 
held by the bank in the Avaloq 
Banking Suite from the keys 
and addresses held by the 
private key custodian service.  
 
 
 

3. BLOCKCHAIN 
PLATFORM AND 
CONSENSUS 
MECHANISM 
 
As the bank moves towards 
offering payment and 
settlement services on the 
blockchain, a private, 
permissioned network will 
work for an initial 
implementation, where nodes 
are well-known, trusted, and 
delegated by the network. Over 
time when the technology has 
matured, clearing and 
settlement can evolve into a 
permissionless blockchain, 
accompanied by a review of 
governing regulations that this 
new technology might render 
obsolete. 
 
Every transaction in the 
blockchain network needs to 
be authenticated, a process 
known as consensus. Bitcoin's 
consensus mechanism is Proof 
of Work, but many other 

mechanisms such as Proof of 
Stake, Proof of Elapsed Time 
have been developed since 
then. The network members 
will have to deliberate on the 
pros and cons of each choice 
and decide on the most 
relevant for their use case.  
 
The network members will also 
have to agree on the platform. 
There is an ample choice in 
free and open-source 
blockchain platforms today, 
with advanced options such as 
BigChainDB, Corda, Ethereum, 
Hyperledger Fabric, Multichain, 
Chain Core, Quorum, Stellar, 
and more. 
 
Experimentations and 
switching costs will be 
expensive. Furthermore, the 
cost benefits will not be 
realized until legacy systems 
have fully switched to 
blockchain. Major technology 
players like Microsoft Azure34, 
Amazon's Kaleido35, and R336 
offer Blockchain-as-a-Service 
(BaaS) solutions that relieve 
companies of such adoption 
hurdles. Engaging in this 
service will provide the 
network a ready platform to 
experiment, implement and 
host blockchain services before 
a full enterprise switch 
happens. 
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4. SMART 
CONTRACTS 
 
Existing protocols on smart 
contracts are already available 
to take over these repeated 
and easily calculated tasks of 
validating the transactions and 
updating the ledgers. When 
proof of ownership has been 
established, the smart contract 
can execute itself (by matching 
a buy to a sell, for example) 
and then trigger another smart 
contract to update the ledger 
for both the security and the 
cash. All authenticated 
participants will have a real-
time view of these ledgers, 
with the private and sensitive 
information anonymized or 
visible according to the access 
rights.   
 
Communities such as Ethereum 
and HyperLedger already 
support the open-source 
development of such smart 
contracts. Software firms like 
Ripple and R3, partnering with 
SWIFT, Mastercard, and global 
financial institutions, explore 
and experiment with use cases 
in this area. With R3's financial 
grade ledger platform, Corda 
Settler37, participants can 
transact without the need for 
central authorities. Ripple's 
xCurrent38 integrates directly 
with a bank's existing 
databases and ledgers and 
provides a faster, two-way 
communication protocol that 
permits real-time messaging 
and settlement.  
 

5. OTHER 
SERVICES 
 
A variety of elements needs to 
be addressed to integrate 
crypto assets seamlessly. Apart 
from having a key custody and 
wallet management solution, 
other services require 
specificity to crypto assets. 
Market data providers, crypto 
asset exchanges, and anti-
money laundering checks are 
essential for this solution to 
integrate with the existing 
financial ecosystem and 
comply with the regulatory and 
client reporting. 
 
Market Data Provider 
The price of crypto assets is 
required for position evaluation 
and performance calculation. 
The bank can choose the 
market data provider and easily 
integrate it into the core 
banking system using any 
existing messaging protocol.  
 
 
Access to Exchange 
The bank should be able to 
integrate with any company 
offering brokerage services for 
buying and selling crypto 
assets. Connectivity with 
brokers can be done using any 
existing messaging protocols. 
 
 
Compliance to Regulations 
The AML provider checks the 
risk score of the address used 
during the transaction. The 
bank can use providers like 
Coinfirm39 or Crystal 
Blockchain40.   
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C. CHALLENGES 
 
Legacy Systems 
More and more banks are 
experimenting with building a 
blockchain platform on top of 
their core banking system, but 
the more important work is to 
challenge all the assumptions 
about what a core banking 
system should be. These legacy 
systems are built on decades-
old architecture, meant to 
digitalize traditional processes 
where banking hours are 
restricted and branches are 
physical. With blockchain, core 
banking systems are required 
to be available 24/7, with real-
time processing capabilities. 
 
Integration into a non-
blockchain system is a genuine 
issue that poses high 
operational and technological 
barriers, precisely because the 
strength gained from 
blockchain's security and 
anonymity features could be 
negated just by plugging into 
vulnerable traditional systems. 
Blockchain could change the 
whole banking business model, 
but this will only happen if the 
core systems themselves are 
up to the task. An incremental 
adoption may be blocked by 
the upgrade capacity of the 
core banking system.  
 
 
Crypto Assets as Alternative 
Investment 
The first half of 2020 
witnessed extremely volatile 
periods for the capital markets, 
with even traditionally safe 

commodities dropping to all-
time lows. The boost of Bitcoin, 
which surpassed gold, silver, 
and crude oil, has driven it to 
be the top-performing asset of 
2020 and encouraged the view 
that Bitcoin and other crypto 
assets are a great alternative 
asset to store wealth.  
 
However, crypto assets are still 
far from being a wealth 
preservation tool. They 
continue to be broadly 
unregulated and unrecognized 
as legal tender in many 
countries. This creates a 
sentiment of skepticism 
amongst sophisticated 
investors, especially when 
factors like custody, the 
certainty of long-term 
reliability, and taxation are 
considered. These parameters 
limit crypto assets to be 
acknowledged as a safety net 
and as mainstream investment 
trends.  
   
 
Cryptocurrency as Payment 
Means 
There are increasing safeguards 
and policy-making precautions 
surrounding traditional 
economic dynamics, which 
cryptocurrencies are still far 
from satisfying. Sovereign 
nations are sustained by their 
resources, reserves, population, 
patriotism, military capacities, 
and other tangible variables far 
more critical than a choice of 
currency.  
 
For this reason, the integration 
of Bitcoin and similar solutions 
to the international financial 
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system as a fully compliant 
financial tool may still take a 
very long time, especially when 
considering the immense 
volume of payments the global 
economic network is capable 
of processing.  
 
Additionally, one of the critical 
elements of international 
payments and correspondent 
banking is reachability. Banks 
should be able to process 
cross-border payments in all 
countries their clients require. 
SWIFT, for example, has 11,000 
banks in its network; a 
blockchain-based solution 
could only work if it has the 
same reach as the current 
SWIFT network. 
 
 
Cost 
One key metric to consider for 
any project is an estimate of 
the cost of trust. These are the 
costs borne by transacting 
parties because they have to 
rely on counterparties or 
trusted intermediaries to 
honestly record the 
transaction's completion. 
Blockchain achieves trust in a 
new way, but it also comes 
with its own set of costs. Trust 
in blockchain is achieved by 
requiring a decentralized 
network to process every 
transaction, creating latency 

and capacity constraints and 
consuming significant 
resources. 
 
Blockchain technology can 
potentially reduce the costs 
and economic rents imposed 
by reliance on trusted 
centralized intermediaries, but 
only if those collective costs 
and rents are greater than the 
costs inherent in achieving 
distributed consensus in a 
secure manner.  
 
 
Corporate Organization 
Banks have always been 
working on siloed processes 
driven by regulations, but 
blockchain's strength depends 
on multiple organizations 
sharing the same network, a 
structure that requires 
coordination among many 
parties. It is, therefore, 
necessary to have a definite 
organizational vision plus a 
strong technical and strategic 
understanding of where 
blockchain is fit for purpose. 
Unfortunately, many project 
leaders are hardly 
knowledgeable in blockchain 
and the other emerging 
technologies it must intersect 
to obtain maximum value. 
 

  



IV. CONCLUSION
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Though still immature and held back by technical, commercial, and 
regulatory challenges, blockchain presents an opportunity to expand 
the Wealth Management products and services and fundamentally 
transform the financial services sector and the broader economy.  
 
The encouraging performance of Bitcoin and other cryptocurrencies 
against the backdrop of the global pandemic compelled the high net 
worth individuals (HNWIs) to consider them as alternative 
investments, regardless of their belief in the underlying technology. 
Driven by their customers' demands, several well-established 
traditional private banks, including a local private bank in Singapore, 
started offering custody and trading services for these crypto assets.   
 
Although the volatile market prices indicate that cryptocurrencies are 
not a safe-haven asset yet, cryptocurrencies can help these private 
banks boost their competitiveness in today's increasingly digital 
business environment. The bank that first joins the digital asset 
community gains a first-mover advantage and wins the wide margins 
that come with any differentiated and profitable offering. 
 
Blockchain's current technological limitations indicate that 
immediate applicability as a currency is not possible yet, but more 
and more proof-of-concepts show that blockchain technology could 
enhance efficiency in various financial industry sectors, in such areas 
as cross-border payments, trade finance, capital markets, and 
financial reporting and compliance.  
 
However, the technical, regulatory, and social infrastructure 
supporting the technology is still significantly underdeveloped. In the 
finance industry use cases, the most significant challenges are the 
transaction speed and scalability imposed by consensus protocols, 
the potential lack of data security and privacy on a public network, 
and governance constraints. 
 
Utilizing blockchain for a use case will involve assessing the relevant 
trade-offs and optimizing the most important dimensions for that 
application. In the most established financial industry experiments, 
most of the applications currently under development involve private 
or permissioned networks, choosing security and scalability over 
decentralization. This means that most financial industry applications 
– apart from custody and trading of cryptocurrency on decentralized 
exchanges – still rely significantly on trusted intermediaries and thus 
retain many of the associated 'costs of trust.'  
 
Therefore, the ongoing challenge is to reduce this cost of trust 
further and provide more protection against criminal intentions to 
ensure that the technology is appropriately adopted, utilized, and 
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governed. When and if these problems are solved, blockchain could 
provide enormous economic, social, and political benefits to society.  
 
Like the internet innovations, blockchain will overcome these 
constraints over time, aided by exponential increases in computing 
power and the strengthening of communications networks. With 
thousands of collaborations worldwide, with educators, researchers, 
and developers coming together to work on initiatives aiming to 
improve blockchain protocols and applications and raise awareness, 
there is reason to be optimistic that these constraints will be 
addressed over time.  
 
Banks should then take their first step on this blockchain journey 
and deliver an experience that meets and exceeds their customers' 
expectations because their legacy demands no less. 
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